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As 2007 draw s t o a cl ose, t h ree em erging 
t rends are gaining m om ent um . Th e f irst  is 
t h at  com panies are rel easing f orm erl y pro-
priet ary  code  under  an  open  source  l i-
cense.  Th e  second  is  t h at   open  source 
com panies are being acq uired or are issu-
ing publ ic of f erings. Th e t h ird t rend is t h at  
v ery l arge num ber of  cit izens increasingl y 
uses  t h e  Int ernet   t o  oppose  pol it icians 
and l aw  m ak ers w h o t h reat en, som et im es 
unw it t ingl y, t h e f undam ent al  principl es of  
open source dev el opm ent .   
Th ese  t h ree  t rends  t ie  int o  t h is  m ont h 's 
edit orial   t h em e:  Cl ean  int el l ect ual   prop-
ert y or cl ean IP . In a nut sh el l , cl ean IP is 
about   reducing  l icense  incom pat ibil it ies 
and non-com pl iance w it h  l icensing t erm s. 
Cl ean IP signif icant l y af f ect s t h e v al ue of  
t h e code rel eased as open source and t h e 
v al ue  of   a  com pany  t h at   dev el ops  and 
m ark et s sof t w are. 
One  t ak eaw ay  from   t h is  issue  is  t h at  
t h ose  com panies  w it h   cl ean  int el l ect ual  
propert y  (IP)  st and  t o  gain  signif icant  
com pet it iv e  adv ant ages.  In  t h e  f irst   art -
icl e, Doug L ev in, t h e CEO of  Bl ack  Duck  
Sof t w are, ident if ies t h e best  pract ices f or 
m anaging  IP  in  dev el opm ent   env iron-
m ent s t h at  use open source com ponent s, 
com m ercial   of f -t h e-sh el f   com ponent s, 
and propriet ary com ponent s. Th en, in t h e 
second  art icl e,  Mah sh ad  Kooh gol i  and 
Rich ard Mayer, Prot ecode's CEO and V ice 
President  of  Mark et ing respect iv el y, exam -
ine t h e v arious m et h ods of  ensuring sof t -
w are IP cl eanl iness. 
In  t h e  t h ird  art icl e, Andy  Kapl an-Myrt h  
f rom   t h e  Univ ersit y  of   Ot t aw a  discusses 
t h e  im port ance  of   consul t at ion  process 
f or t h e upcom ing l egisl at ion on Canadian 
copyrigh t . H e is f ol l ow ed by t w o academ -
ics,  G.R.  Gangadh aran  (Univ ersit y  of  
T rent o) and Mich ael  W eiss (Carl et on Uni-
v ersit y),  int roduce  righ t s  expression  l an-
guages.  Th ese  l anguages  express  righ t s, 
f ees  and  condit ions  as  m ach ine  act ion-
abl e f unct ions.
Eric Sm it h , a l aw yer w it h  t h e f irm  Fraser 
Mil ner Casgrain, expl ains t h e ch anges in-
t roduced  in  v ersion 3  of   t h e  GPL .  In 
t h e l ast    art icl e   of    t h is   issue,   Russel l  
McOrm ond, an Int ernet  and F/L OSS con-
sul t ant ,  prov ides  a  perspect iv e  on  t h e 
copyrigh t  bil l  expect ed t o be int roduced 
in earl y 2008. Many Canadians h av e ex-
pressed concerns about  t h is bil l .
In addit ion t o t h e six art icl es, t h is OSBR 
issue  incl udes  a  cal l   f or  proposal s  f rom  
t h e T al ent  First  Net w ork  and a l et t er f rom  
Dav id Few er inv it ing our readers t o j oin 
t h e Canadian Sof t w are Innov at ion Associ-
at ion,  a  coal it ion  concerned  about   t h e 
negat iv e conseq uences of  im port ing US-
st yl e  digit al   copyrigh t   l egisl at ion  t o 
Canada.
2008 w il l  see som e excit ing ch anges  f or 
t h e  OSBR. Th e  f irst   w il l   be  a  m ov e  t o  a 
new  open source publ ish ing syst em . OS-
BR readers, aut h ors and rev iew ers w il l  be-
nef it   f rom   t h e  f unct ional it y  of   t h e  new  
syst em . 
H appy h ol idays. 
As al w ays, w e l ook  forw ard  t o    reading 
and publ ish ing reader f eedback .
Dru L av igne,
Edit or-in-Ch ief 
dru@osbr.ca
Dru L av igne is a t ech nical  w rit er and IT 
consul t ant  w h o h as been act iv e w it h  open 
source com m unit ies since t h e m id-19 9 0s. 
Sh e  w rit es  regul arl y  for  O'Reil l y  and 
DNSSt uff .com  and is aut h or of t h e book s 
BSD  H ack s  and  Th e  Best   of  FreeBSD 
Basics.
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“Soft w are assem bl y, w h ereby dev el opers re-
use  al ready  creat ed  code  com ponent s,  is 
dram at ical l y  ch anging  h ow   appl icat ions 
are buil t . Th e efficiencies are real ized if de-
v el opm ent   t eam s  est abl ish   processes  t o 
m anage h ow  code is assem bl ed, and t o as-
sure t h at  t h e use of t h e code com ponent s is 
in  com pl iance  w it h   t h e  v arious  l icenses 
gov erning t h e code.” 
Doug L ev in, CEO of  Bl ack  Duck  Sof t w are 
Ov er t h e past  t en years, t h e Int ernet  and 
open source sof t w are (OSS) h av e enabl ed 
dev el opers t o f undam ent al l y ch ange t h e 
w ay t h ey produce sof t w are.  Increasingl y, 
dist ribut ed t eam s are col l aborat ing t o as-
sem bl e sof t w are f rom  reusabl e com pon-
ent s  and  t h eir  ow n  propriet ary  code 
rat h er t h an buil ding appl icat ions ent irel y 
f rom  scrat ch . 
Th e  com ponent -based  dev el opm ent  
m odel   is  f undam ent al l y  ch anging  t h e 
sof t w are  indust ry.  It   enabl es  organiza-
t ions  t h at   dev el op  sof t w are,  eit h er  f or 
com m ercial   sal e  or  f or  in-h ouse  use,  t o 
accel erat e proj ect  t im el ines, im prov e sof t -
w are  q ual it y,  and  reduce  dev el opm ent  
cost s. If  not  m anaged properl y, t h e com -
pl exit y  inh erent   in  t h is  new   w orl d  of  
m ixed-IP (Int el l ect ual  Propert y) can pose 
business and t ech nical  risk s t o an organ-
izat ion. 
Th is  paper  draw s  on  t h e  experiences  of  
t h e Bl ack  Duck  Sof t w are t eam  
(h t t p://w w w .bl ack duck sof t w are.com ), 
our  cust om ers,  and  ot h er  indust ry  ex-
pert s t o propose new  approach es t o m an-
aging IP in t h is new  w orl d. It  describes a 
set  of  best  pract ices t h at  com panies can 
use t o av oid t h e risk s and gain t h e bene-
f it s of  t h e com ponent -based approach  t o 
sof t w are dev el opm ent . 
Com ponent -based Dev el opm ent  
Dev el opm ent   organizat ions  h av e  l ong 
underst ood  t h e  v irt ues  of   buil ding  new  
appl icat ions  by  re-using  com ponent s 
al ready buil t  and t est ed. Indeed, t h e ev ol -
ut ion and rapid adopt ion of  com ponent -
based  arch it ect ures  h as  been  driv en  in 
part   by  t h eir  ef f ect iv eness  in  prom ot ing 
econom ical l y-signif icant   re-use.  It   is 
t h eref ore  appropriat e  t o  consider  com -
ponent s  as  IP  asset s,  opt im ize  t h eir  us-
age,  and  prot ect   t h eir  int egrit y.  Th is 
appl ies eq ual l y t o al l  com ponent s, w h et h -
er  t h ey  are  int ernal l y  dev el oped  or  de-
v el oped ext ernal l y by a t h ird part y. 
A dev el opm ent  t eam  int ent  on expl oit ing 
an ext ernal l y dev el oped com m ercial  com -
ponent  does not  t ypical l y purch ase ow n-
ersh ip  of   t h at   com ponent .  Inst ead,  t h ey 
acq uire a l icense t o use t h at  com ponent  
in a specif ied m anner--perh aps f or onl y a 
cert ain num ber of  dev el opers w ork ing on 
a  part icul ar  proj ect ,  or  w it h   a  specif ied 
royal t y  paid  f or  each   inst ance  of   a 
sh ipped  product   t h at   incl udes  t h e  com -
ponent .  Th us,  business  j udgm ent   is  re-
q uired t o ensure t h at  t h e cost  of  l icensing 
a  com m ercial   com ponent   is  m ore  t h an 
of f set  by t h e benef it s. 
Incl uded in t h e cost  anal ysis m ust  be t h e 
ef f ort  req uired t o ensure com pl iance w it h  
t h e  l icense;   f or  exam pl e,  l im it ing  t h e 
com ponent ’s usage t o a specif ic proj ect , 
or t rack ing sh ipm ent s in order t o accur-
at el y cal cul at e royal t y paym ent s. 
Open Source Opport unit y
Ov er t h e past  f iv e years, OSS h as risen t o 
prom inence,  dram at ical l y  increasing  t h e 
opport unit y  t o  re-use  exist ing  sof t w are. 
Dev el opers can readil y l ocat e pot ent ial l y 
usef ul  com ponent s f rom  a w ide array of  
re-usabl e sof t w are com ponent s. 
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Re-use  can  t ak e  m any  f orm s,  incl uding 
bundl ing  independent   com ponent s,  in-
t egrat ing w it h  or using l ibraries, and in-
corporat ing  source  code  or  source  code 
f ragm ent s. In som e cases t h ese com pon-
ent s can be m odif ied as req uired t o im -
prov e f unct ional it y, q ual it y, perf orm ance, 
or  f oot print .  As  w it h   com m ercial   com -
ponent s, t h e ow nersh ip of  ext ernal l y de-
v el oped OSS com ponent s and f ragm ent s 
rem ains w it h  t h eir aut h ors. W h il e m ost  of  
t h ese  aut h ors  al l ow   t h e  com m ercial   use 
of  t h eir sof t w are w it h out  init ial  paym ent s 
or royal t ies, m any h av e ch osen t o im pose 
ot h er const raint s, such  as: 
•  At t ribut ion 
•  Usage report ing 
•  Publ icat ion of  m odif icat ions and 
  im prov em ent s 
•  L icense repl icat ion 
•  Resul t ing sof t w are m ust  be open source 
Such   const raint s  are  im posed  by  m eans 
of   l icenses.  Exam pl es  of   open  source 
l icenses incl ude t h e: 
•  Apach e Sof t w are L icense (ASL ) 
•  Com m on Publ ic L icense (CPL ) 
•  GNU General  Publ ic L icense (GPL ) 
•  Mozil l a Publ ic L icense (MPL ) 
•  New  BSD L icense 
A m ore com pl et e l ist ing of  open source l i-
censes is prov ided at  
h t t p://w w w .opensource.org/l icenses. 
Open Source L icense Com pl iance 
Dev el opm ent   t eam s  t h at   incorporat e 
OSS  com ponent s  or  f ragm ent s  of   OSS 
com ponent s in t h eir proj ect s m ust  com -
pl y w it h  t h e t erm s of  t h e l icenses associ-
at ed w it h  t h ose com ponent s. Th is can be 
ch al l enging f or sev eral  reasons incl uding 
t h e f ol l ow ing: 
•  Th ere is w ide v ariat ion in t h e obl iga-
  t ions im posed by open source l icenses, 
  ranging f rom  t h e BSD l icense (w h ich  h as 
  f ew  obl igat ions) t o t h e GPL  l icense 
  (w h ich  h as m any) 
•  Som e open source l icenses are l egal l y 
  com pl ex, int roducing const raint s w h ose 
  business im pl icat ions m ay not  be obv io-
  us t o a dev el oper ch oosing t o re-use a 
  com ponent  
•  Th e l icenses of  som e com m ercial  and 
  open source com ponent s are m ut ual l y 
  incom pat ibl e 
•  Th e origin of  a part icul ar source code 
  f ragm ent  m ay be dif f icul t  t o det erm ine, 
  ef f ect iv el y obscuring it s l icense obl iga-
  t ions 
•  Discov ering t h e need t o com pl y w it h  a 
  l icense l at e in a proj ect ’s l if ecycl e can 
  produce disagreeabl e t radeof f s, such  as 
  publ ish ing al l  of  t h e proj ect ’s source 
  code v .s. increasing t im e-t o-m ark et  by 
  m ont h s w h il e a com ponent  is repl aced 
In  addit ion  t o  t h e  l egal   obl igat ions  im -
posed by l icenses, dev el opers w h o incor-
porat e  OSS  com ponent s  int o  an 
organizat ion’s proj ect s m ay eit h er be ob-
l igat ed by t h e t erm s of  t h e l icense or f eel  
a  m oral   obl igat ion  t o  giv e  som et h ing 
back  t o t h e com m unit y. Th e resul t ing ac-
t ions m ay resul t  in t h e inadv ert ent  dil u-
t ion or l oss of  t h e organizat ion’s IP . 
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Managem ent  Al t ernat iv es 
Organizat ions can react  t o t h e ch al l enges 
of   OSS  l icenses  in  one  of   t h ree  w ays. 
Som e organizat ions t urn a bl ind eye, ig-
noring t h e issue unt il  a cat al yzing ev ent  
or crisis occurs. But  t h e resul t ing m isf or-
t unes--m aj or  code  rew rit es,  em barrass-
ing  negat iv e  publ icit y,  del ayed  sal es, 
f ail ed acq uisit ions--m ak e t h is an increas-
ingl y  unt enabl e  approach .  Th is  is  espe-
cial l y  t rue  in  t h e  new   env ironm ent   of  
increased business t ransparency, execut -
iv e  responsibil it y,  and  pot ent ial   sh are-
h ol der l aw suit s. 
Ot h er  organizat ions  t ak e  t h e  Draconian 
approach  of  banning al l  OSS re-use. Th is 
st rat egy is f l aw ed because it : 
•  Is dif f icul t  t o enf orce 
•  Decreases product iv it y and agil it y com -
  pared t o organizat ions t h at  successf ul l y 
  re-use ext ernal l y dev el oped com pon-
  ent s 
•  De-m ot iv at es dev el opm ent  t eam s by 
  req uiring t h em  t o appl y scarce resources 
  t o dev el op com ponent s f rom  scrat ch  
  and t est  t h em  rat h er t h an m ov ing f or-
  w ard
Th e f irst  t w o approach es f ail  t o recognize 
t h e real it y t h at  open source and com pon-
ent  reuse are h ere t o st ay. Th e t h ird and 
recom m ended  al t ernat iv e  is  t o  encour-
age  t h e  re-use  of   bot h   int ernal l y  de-
v el oped  and  ext ernal l y  dev el oped 
(com m ercial  and open source) com pon-
ent s, w h il e est abl ish ing cont rol s at  crit ic-
al   point s  in  t h e  proj ect   l if ecycl e,  f or 
exam pl e: 
•  W h en com ponent s are f irst  added t o a 
  proj ect  
•  W h en int ernal l y dev el oped com ponent s 
  are creat ed or m odif ied 
•  At  ev ery buil d 
•  At  each  ph ase t ransit ion in t h e dev el op-
  m ent  process 
•  W h en considering t h e cont ribut ion of  a 
  com ponent  t o an open source proj ect  or 
  t h e t ransf er of  it s ow nersh ip t o anot h er 
  part y 
•  Bef ore acq uiring a signif icant  ow nersh ip 
  int erest  in a sof t w are com ponent  
It   is  im port ant   t o  not e  t h at   ident if ying 
probl em at ic l icensing issues earl y in t h e 
dev el opm ent   cycl e  is  t ant am ount   t o  de-
t ect ing serious sof t w are def ect s. Th e earl i-
er  a  probl em   is  det ect ed,  t h e  l ess 
expensiv e it  is t o f ix. W h il e IP cont rol s l at e 
in t h e dev el opm ent  cycl e, during t est ing 
or rel ease assem bl y, are bet t er t h an none, 
t h e  earl ier  t h ey  h appen  in  t h e  l if ecycl e, 
t h e bet t er. 
Preparing for IP Managem ent  
T o  adopt   best   pract ices,  sev eral   t ask s 
sh oul d be considered by t h e indiv idual  or 
t eam s responsibl e f or dev el opm ent  and l i-
censing. An organizat ion int ent  on m an-
aging  it s  sof t w are  IP  sh oul d  ident if y  t h e 
responsibl e business, l egal , and t ech nical  
indiv idual s  w h o  w il l   be  inv ol v ed  in  t h e 
process.  Th e  organizat ion  al so  sh oul d 
designat e  t h em   as  aut h orizers  f or  each  
act iv e proj ect , and com m ission t h em  as a 
group  t o  ov ersee  and  m anage  t h e  pl an-
ning, im pl em ent at ion, and ongoing m an-
agem ent  of  t h e process. 
A good f irst  st ep f or t h e t eam  is t o def ine 
t h e  boundary  bet w een  int ernal l y  de-
v el oped  and  ext ernal l y  dev el oped  com -
ponent s.  For  exam pl e,  a  sm al l  
organizat ion t h at  pref ers t ak ing a conser-
v at iv e approach  m ay deem  al l  of  t h e code 
dev el oped w it h in it s w al l s t o be int ernal . 
Conv ersel y, t h at  com pany w oul d v iew  as 
ext ernal  al l  sof t w are brough t  in f rom  any 
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Best  Pract ices for IP Managem ent  
W h enev er a dev el opm ent  t eam  considers 
adding  new   f eat ures  or  ref ining  exist ing 
f unct ional it y in a proj ect , it  sh oul d expl i-
cit l y  seek   int ernal l y  dev el oped  and  ex-
t ernal l y  dev el oped  com ponent s  t h at  
coul d  accel erat e  del iv ery.  Th e  t eam  
sh oul d est abl ish  crit eria f or sel ect ing and 
procuring  t h ese  com ponent s.  As  w oul d 
be expect ed, any com ponent  under con-
siderat ion t h at  f ail s t o m eet  f unct ional it y, 
perf orm ance, rel iabil it y, m at urit y, or risk  
req uirem ent s sh oul d be el im inat ed. 
Th e  t eam   sh oul d  al so  el im inat e  any  ex-
t ernal l y dev el oped com ponent  w h ose l i-
cense  is  on  t h e  proh ibit ed  l icense  l ist , 
w h ose l icense obl igat ions are f inancial l y 
or l egal l y incom pat ibl e w it h  t h e proj ect ’s 
business obj ect iv es, or w h ich  uses ot h er 
ext ernal  com ponent s or f ragm ent s w h ose 
l icenses  are  sim il arl y  unaccept abl e.  For 
exam pl e,  an  organizat ion  dev el oping  a 
product   t h at   w il l   be  del iv ered  under  a 
propriet ary  l icense  needs  t o  be  cert ain 
t h at   any  open  source  or  propriet ary  l i-
censed code t h at  is incorporat ed can be 
saf el y  incl uded  w it h out   causing  an  irre-
concil abl e conf l ict  bet w een l icenses. Any 
com ponent s  t h at   pass  t h is  init ial   t est  
sh oul d be subj ect ed t o a m ak e-buy ana-
l ysis t o det erm ine w h et h er or not  it s ac-
q uisit ion  m ak es  sense  f rom   a  business 
perspect iv e. 
T o  prot ect   t h e  organizat ion’s  crit ical   IP , 
t h e  creat ion  and  m odif icat ion  of   al l   in-
t ernal l y  dev el oped  com ponent s  sh oul d 
be t rack ed by recording a t im est am p, t h e 
nam es of  each  aut h or, and t h e appl icabl e 
obj ect iv es and const raint s. If  a new l y-cre-
at ed or m odif ied com ponent  is suspect ed 
t o  be  sensit iv e,  t h e  proj ect ’s  l egal ,  busi-
ness,  and  t ech nical   rev iew ers  sh oul d  be 
conv ened.  If   t h ese  rev iew ers  deem   t h e 
com ponent   t o  be  sensit iv e,  t h ey  sh oul d 
add it  t o t h e organizat ion’s l ist  of  sensit -
iv e int ernal  com ponent s. 
Anot h er  organizat ion  m igh t   ext end  it s 
v iew   of   int ernal   sof t w are  t o  incl ude  l i-
censed propriet ary sof t w are and sof t w are 
dev el oped  by  it s  cont ract or  and  out -
source part ners. On t h e ot h er h and, a de-
part m ent   of   a  l arge  corporat ion  m ay 
w ant  t o consider it s depart m ent  int ernal  
and  consider  ev eryone  el se,  incl uding 
ot h er depart m ent s in t h e sam e com pany 
t o  be  ext ernal .  Business  j udgm ent   m ust  
be used t o det erm ine w h ere t h e bound-
ary sh oul d l ie. 
Anot h er  k ey  preparat ion  t ask   is  f or  t h e 
t eam  t o ident if y t h e dev el opm ent  process 
ph ase t ransit ions at  w h ich  com ponent  re-
use rev iew s w il l  be conduct ed. Th e t eam  
sh oul d def ine crit eria f or designat ing an 
int ernal l y dev el oped com ponent  as sens-
it iv e, f or exam pl e due t o t rade secret s or 
pat ent s, and dev el op and m aint ain a l ist  
of  t h ese sensit iv e it em s. Th e organizat ion 
al so  sh oul d  consider  est abl ish ing  and 
m aint aining l ist s of : 
•  L icenses t h at  are proh ibit ed by t h e 
  organizat ion 
•  Ext ernal l y dev el oped com ponent s t h at , 
  based on prev ious rev iew s, are approv ed 
  f or use in proj ect s, and t h e sit uat ions in 
  w h ich  use is approv ed 
•  Int ernal l y dev el oped com ponent s t h at , 
  based on prev ious rev iew s, are approv ed 
  f or cont ribut ion t o open source proj ect s 
  or disposit ion t o t h ird part ies 
Once t h ese l ist s h av e been creat ed, t h e or-
ganizat ion  can  use  t h em   t o  conduct   an 
init ial   assessm ent   of   it s  exist ing  code 
base(s).  In  t h is  im port ant   preparat ory 
st ep,  t h e  organizat ion  ident if ies  and  es-
t abl ish es t h e basel ine pedigree, l icenses, 
and com ponent s in use. As w it h  any pro-
cess im prov em ent , an accept abl e al t ern-
at iv e  approach   inv ol v es  int roducing 
t h ese st eps increm ent al l y ov er t im e. 
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By assessing sensit iv it y and l icense obl ig-
at ions at  t h e point  w h ere a com ponent  is 
f irst   being  considered  f or  re-use,  de-
cisions can be based on v erif iabl e f act s, 
el im inat ing l ast -m inut e surprises, guess-
w ork , com prom ises, and risk -t ak ing. Th is 
dram at ical l y reduces t h e risk  of  sch edul e 
sl ippage,  cost   ov erruns,  and  dam age  t o 
t h e  organizat ion’s  reput at ion.  It   al so 
h el ps prev ent  t h e inappropriat e re-use of  
crit ical  IP . 
For each  com ponent  t h at  a proj ect ’s de-
v el opm ent  t eam  proposes t o use w it h in a 
proj ect , t h e t eam  sh oul d underst and: 
•  Th e int ended use and rat ional e f or 
  incl usion 
•  Th e com ponent ’s sensit iv it y 
•  H ow  t h e code w il l  be incorporat ed 
H ow  t h e t eam  deal s w it h  t h e com ponent  
w il l   depend,  in  part ,  on  w h et h er  pl ans 
cal l  f or t h at  com ponent  t o be used t em -
poraril y or perm anent l y. For exam pl e, t h e 
int ent  m ay be t o use t h at  com ponent  f or 
a  l im it ed  am ount   of   t im e  onl y  t o  speed 
up  prot ot yping  or  t o  adv ance  t h e  earl y 
ph ases of  t h e dev el opm ent  cycl e, but  not  
be  int ended  t o  be  m ade  a  perm anent  
part  of  t h e code base. 
Anot h er  det erm inat ion  t h e  t eam   sh oul d 
m ak e  is  w h et h er  a  com ponent   w il l   be 
used onl y as is, or if  m odif icat ions w il l  be 
al l ow ed,  and  if   so,  under  w h ich   ap-
prov al s.  Dev el opm ent   t eam s  sh oul d  de-
scribe t h e m et h od of  j oining t h at  w il l  be 
used t o incorporat e t h e com ponent  int o 
t h e proj ect . Th is is an ef f ect iv e st ep be-
cause dif f erent  t ypes of  j oining can creat e 
dif f erent  l icensing obl igat ions. 
T o ach iev e great er cont rol  ov er com pon-
ent  re-use, t eam s sh oul d al so t ak e t h e f ol -
l ow ing act ions: 
•  Det erm ine w h et h er t h e com ponent  h as 
  been prev iousl y approv ed f or t h e pro-
  posed f orm  of  use 
•  Decl are t h e com ponent ’s v ersion and 
  underst and it s l icense obl igat ions as 
  w el l  as t h ose of  any ext ernal l y dev el -
  oped com ponent s or f ragm ent s it  con- 
  t ains or depends on 
•  Underst and al l  pot ent ial  incom pat ibil it -
  ies bet w een t h e com ponent ’s l icense 
  obl igat ions and t h e l icense obl igat ions 
  of  ot h er ext ernal l y dev el oped com pon-
  ent s incl uded in t h is proj ect  
•  Present  t h e abov e inf orm at ion t o t h e 
  proj ect ’s l egal , t ech nical , and business 
  aut h orizers and req uest  approv al  t o use 
  t h e com ponent  as described 
•  If  t h e com ponent  is int ernal  and sensit -
  iv e, t h e l ist  t h at  cov ers t h ese it em s 
  sh oul d be updat ed t o not e t h at  com pon-
  ent ’s incl usion in t h is proj ect  
•  If  t h e com ponent  is ext ernal l y dev el -
  oped, it s m et adat a and approv al  det ail s 
  sh oul d be recorded in t h e l ist  of  ap-
  prov ed ext ernal  com ponent s 
Inspect ing  t h e  code  base  on  a  regul ar 
basis decreases t h e l ik el ih ood t h at  unex-
pect ed  com ponent s  w il l   be  int roduced 
w it h out   being  not iced. Th eref ore,  at   t h e 
creat ion  of   each   proj ect   buil d  or  at   re-
l ease  assem bl y,  t h e  dev el opm ent   t eam  
sh oul d v erif y t h at : 
•  No unapprov ed sensit iv e int ernal l y or 
  ext ernal l y dev el oped com ponent s or 
  f ragm ent s h av e been added t o t h e pro-
  j ect  
•  No unapprov ed ch anges h av e been 
  m ade t o sensit iv e int ernal l y dev el oped 
  com ponent s 
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•  No ch anges h av e been m ade t o ext ern-
  al l y dev el oped com ponent s w h ose f orm  
  of  use precl udes ch anges, or req uires 
  t h at  al l  ch anges be approv ed 
Any  inappropriat e  addit ions  or  ch anges 
discov ered during v erif icat ion sh oul d be 
im m ediat el y addressed, eit h er by obt ain-
ing approv al  f rom  t h e proj ect ’s l egal , t ech -
nical ,  and  business  rev iew ers,  or  by 
back ing  out   t h e  of f ending  m odif icat ion. 
Th e root  cause of  any com ponent  m isuse 
sh oul d be ident if ied and correct ed t o en-
sure  no  subseq uent   regression.  By 
prom pt l y  and  dil igent l y  assessing  ev ery 
buil d and rel ease, t h e dev el opm ent  t eam  
w il l  be abl e t o det ect  errors w h en t h ey are 
l east  expensiv e t o correct . 
At   t h e  com pl et ion  of   each   buil d  or  re-
l ease, t h e k ey m et adat a f or al l  ext ernal l y 
dev el oped com ponent s sh oul d be recor-
ded  in  t h e  associat ed  bil l -of -m at erial s. 
Th is  enabl es  dem onst rabl e  com pl iance 
w it h   l icense  obl igat ions,  and  el im inat es 
any  uncert aint y  caused  by  ch anges 
bet w een  proj ect   rel eases  by  prov iding  a 
cl ear audit  t rail . As a proj ect  com pl et es a 
m aj or dev el opm ent  process ph ase, it s l eg-
al ,  t ech nical ,  and  business  rev iew ers 
sh oul d do t h e f ol l ow ing: 
•  V erif y t h at  no unapprov ed sensit iv e in-
  t ernal  or ext ernal  com ponent s or f rag-
  m ent s are used in t h e proj ect  
•  V erif y t h at  no unapprov ed ch anges w ere 
  m ade t o sensit iv e int ernal  com ponent s, 
  and t h at  no unapprov ed or precl uded 
  ch anges w ere m ade t o ext ernal  com pon-
  ent s 
•  Rev iew  t h e l icense obl igat ions of  al l  ex-
  t ernal  com ponent s used in t h e proj ect , 
  and ensure com pl iance w it h  t h ese obl ig-
  at ions 
Th ese ph ase rev iew s back st op t h e dev el -
opm ent   t eam ,  and  k eep  t h e  l egal ,  t ech -
nical , and business rev iew ers engaged in 
t h e m anagem ent  of  sof t w are re-use. Th ey 
al so  v erif y  t h at   ch anges  in  t h e  proj ect ’s 
obj ect iv es h av e not  creat ed l egal , t ech nic-
al , or f inancial  inconsist encies w it h  t h e l i-
censes  of   com ponent s  used  in  t h e 
proj ect . 
Th e  rat ional e  f or  cont ribut ing  com pon-
ent s t o an open source proj ect  is beyond 
t h e scope of  t h is report , as are t h e consid-
erat ions  inv ol v ed  in  t ransf erring  ow ner-
sh ip  t o  a  t h ird  part y  or  creat ing  a  new  
open source proj ect . H ow ev er, if  a cont ri-
but ion or t ransf er of  a candidat e com pon-
ent   or  f ragm ent   is  deem ed  appropriat e, 
t h e proj ect ’s l egal  and business rev iew ers 
sh oul d: 
•  Det erm ine w h et h er t h e candidat e com -
  ponent ’s sensit iv it y is an im pedim ent  t o 
  cont ribut ion or t ransf er 
•  V erif y t h e righ t  t o cont ribut e or t ransf er 
  ev ery ext ernal l y dev el oped com ponent  
  or f ragm ent  cont ained w it h in t h e cand-
  idat e 
Th is h el ps t o ensure t h at  t h e organizat ion 
does  not   inadv ert ent l y  cont ribut e  code 
t h at   sh oul dn’t   be  added  because  of   it s 
sensit iv it y or because t h e organizat ion is 
not  ent it l ed t o suppl y it . If  an organiza-
t ion  is  considering  an  acq uisit ion  t h at  
w oul d  incl ude  a  signif icant   int erest   in 
one  or  m ore  sof t w are  com ponent s,  t h e 
designat ed  set   of   l egal ,  t ech nical ,  and 
business  rev iew ers  sh oul d  be  ch arged 
w it h  t h e f ol l ow ing: 
•  Ident if ying al l  incl uded com ponent s 
  not  ow ned by t h e suppl ier or t arget  
•  Assessing t h eir l icense obl igat ions w it h  
  respect  t o t h e acq uirer’s com pl iance, 
  business obj ect iv es, and l egal  pol icies 
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•  Assessing t h e im pact  of  any req uired 
  rew ork  or ch ange on cost , rev enue, 
  and q ual it y 
Not e t h at  t h is best  pract ice appl ies t o a 
v ariet y of  sit uat ions in w h ich  f inancial  in-
v est m ent s  are  inv ol v ed.  Such   sit uat ions 
incl ude:  com pany  m ergers  and  acq uisi-
t ions, product  acq uisit ions, j oint  v ent ure 
f orm at ions,  and  v ent ure  capit al   inv est -
m ent s. 
Concl usion 
By int egrat ing t h ese pract ices in t o dev el -
opm ent   processes,  organizat ions  w il l  
h av e  f ar  great er  assurances  of   com pl i-
ance w it h  al l  rel ev ant  l icense obl igat ions 
and f ar m ore ef f ect iv e prot ect ion of  sof t -
w are IP . Adopt ing t h ese pract ices w il l  en-
abl e com panies t o be m ore aggressiv e in 
t h eir  use  of   t h e  sof t w are  assem bl y  ap-
proach .  Th at ,  in  t urn,  w il l   enabl e  t h ose 
com panies t o m ore q uick l y gain t h e bene-
f it s  and  com pet it iv e  adv ant age  t h is  new  
dev el opm ent  approach  prom ises incl ud-
ing  accel erat ed  proj ect   t im el ines,  im -
prov ed  sof t w are  q ual it y,  and  reduced 
dev el opm ent  cost s. 
Doug L ev in is president  and CEO of Bl ack  
Duck   Soft w are.  Prior  t o  founding  Bl ack  
Duck   in  2002,  L ev in  serv ed  as  CEO  of 
MessageMach ines (acquired by NMS Com -
m unicat ions  in  2002)  and  X-Col l abora-
t ion  Soft w are  Corporat ion  (acquired  by 
Progress Soft w are in 2000). From  19 9 5 t o 
19 9 9 ,  h e  w ork ed  as  an  int erim   execut iv e 
or consul t ant  t o a range of soft w are com -
panies, incl uding CMGI Direct ,  IBM/ L ot us 
Dev el opm ent   Corporat ion,  Oracl e  Soft -
w are  Corporat ion,   Sol brigh t   Soft w are, 
Mosaic  T el ecom m unicat ions,  Brigh t   T iger 
T ech nol ogies  and  Best !Soft w are.  From  
19 87  t o  19 9 5,  L ev in  h el d  v arious  senior 
m anagem ent   posit ions  w it h   Microsoft  
Corporat ion, incl uding h eading up w orl d-
w ide l icensing for corporat e purch ases of 
non-OEM Microsoft  soft w are product s. H e 
is  a  graduat e  of  t h e  Univ ersit y  of  Nort h  
Carol ina at  Ch apel  H il l  and h ol ds a cert i-
ficat e in int ernat ional  econom ics from  t h e 
Col l ege d’Europe in Bruges, Bel gium . 
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Recom m ended Resource
 Best  Pract ices f or Managing Sof t w are 
 Int el l ect ual  Propert y
 h t t p://w w w .bl ack duck sof t w are.com /
 m edia/_w p/ManagingSof t w areIP_BP .pdfI p Cl eanl i ness
"By J une 2006, t h e proj ect  h as h it  t h e m a-
gic "100 cases finish ed" m ark , at  an excit -
ing  equal   "100%  l egal   success"  m ark . 
Ev ery GPL  infringem ent  t h at  w e st art ed t o 
enforce  w as  resol v ed  in  a  l egal   success, 
eit h er in-court  or out  of court ." 
h t t p://w w w .gpl -v iol at ions.org 
At   m any  point s  in  t h e  l if e  of   a  sof t w are 
ent erprise,  det erm inat ion  of   int el l ect ual  
propert y (IP) cl eanl iness becom es crit ic-
al . Th e v al ue of  an ent erprise t h at  dev el -
ops  and  sel l s  sof t w are  m ay  depend  on 
h ow  cl ean t h e sof t w are is f rom  t h e IP per-
spect iv e.  Th is  art icl e  exam ines  v arious 
m et h ods of  ensuring sof t w are IP cl eanl i-
ness and discusses som e of  t h e benef it s 
and sh ort com ings of  current  sol ut ions. 
Source of t h e Probl em  
In  any  sof t w are-producing  organizat ion, 
sof t w are  proj ect s  concept ual l y  com prise 
it erat iv el y  decom posing  a  proj ect   int o 
sm al l er  and  m ore  m anageabl e  sub-pro-
j ect s  unt il   t h at   point   w h ere  indiv idual  
sub-proj ect s can be assigned t o indiv idu-
al s or groups. In such  a scenario, an indi-
v idual   sof t w are  dev el oper  assigned  t o  a 
sof t w are  sub-proj ect   h as  a  com binat ion 
of  opt ions f or sourcing t h e necessary sof t -
w are,  incl uding:  (i)  obt aining  sof t w are 
f rom  t h eir organizat ion’s code reposit ory, 
(ii) obt aining sof t w are f rom  one or m ore 
open  source  reposit ories,  (iii)  obt aining 
sof t w are  t h rough   purch ase,  and  (iv )  ob-
t aining sof t w are t h rough  t h e creat iv e pro-
cess of  w rit ing it . 
Depending upon t h e size and com pl exit y 
of   a  sof t w are  proj ect ,  t h is  scenario  m ay 
be  repeat ed  m any  t im es.  Al so,  w h en  a 
sub-proj ect  is out sourced or ot h erw ise as-
signed t o a separat e organizat ion such  as 
in  a  col l aborat iv e  proj ect ,  t h e  out -
sourcing  t eam   goes  t h rough   a  sim il ar 
scenario. 
In  sum ,  t h e  sof t w are  em pl oyed  by  any 
t ypical   sof t w are-producing  organizat ion 
m ay be deriv ed f rom  such  sources as: (i) 
t h e  organizat ion’s  code-base;   (ii)  open 
source  reposit ories;   (iii)  com m ercial  
v endors;  and (iv ) in-h ouse dev el opm ent . 
W it h  t h is scenario in m ind, IP int egrit y of  
t h e f inal  product  is v ery m uch  a f unct ion 
of : i) indiv idual  pieces and ii) t h e IP prac-
t ices  t h at   w ere  def ined,  m onit ored  and 
enf orced  during  t h e  dev el opm ent   pro-
cess. 
W e  observ e  t h at   t h e  IP  int egrit y  of   t h e 
sof t w are produced can be com prom ised 
in w ays t h at  incl ude: 
•  Th e organizat ion’s code reposit ory m ay 
  h av e im pure art if act s t h at  are int ro-
  duced int o t h e product  
•  If  used, t h e out sourcer’s reposit ory or 
  t h e col l aborat iv e organizat ion’s reposit -
  ory m ay h av e im pure art if act s t h at  are 
  subm it t ed 
•  Open source com ponent s do not  sat isf y 
  t h e open source pol icy of  t h e organiza-
  t ion, assum ing t h at  t h e organizat ion h as 
  an open source pol icy, and it  h as been 
  appropriat el y com m unicat ed 
•  Open source com ponent s int roduced 
  by out sourcers or col l aborat ors m ay not  
  sat isf y t h e open source pol icy or m ay be 
  im properl y ch eck ed and v erif ied against  
  exist ing pol icies 
•  Th e l icense gov erning t h e use of  cert ain 
  com m ercial  code m ay be im properl y l i-
  censed f or t h e appl icat ion, geograph ic 
  m ark et , or t h e m ode of  depl oym ent  
In addit ion, a dev el oper m ay m ak e a con-
t ribut ion  t h at   is  copyrigh t   by  anot h er 
f irm . 
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For  exam pl e,  a  recent   surv ey  indicat es 
t h at  about  70% of  dev el opers carry code 
f rom  one com pany t o anot h er 
(h t t p://w w w .it f act s.biz/index.ph p? id=
P1134).  Anecdot al   experience  suggest s 
t h at  t h e real  percent age m ay be h igh er. 
Th e  sit uat ion  get s  m ore  com pl ex  if   w e 
consider  t h at   code  reposit ories  can  be-
com e cont am inat ed because of  “genera-
t ional   t aint ing”  propert ies  of   l icenses 
such   as  t h e  GPL ,  or  m ore  general l y,  t h e 
pedigree of  open source code m ay be un-
k now n or dif f icul t  t o cat egorical l y est ab-
l ish . 
In t h is art icl e, w e do not  address int en-
t ional   code  cont am inat ion  and  inst ead 
f ocus on unint ent ional  cont am inat ion as 
w e  bel iev e  t h at   m ost   code  cont am ina-
t ions are unint ent ional . For any sof t w are 
proj ect  of  suf f icient  size it  is general l y dif -
f icul t  t o underst and exact l y w h at  is in t h e 
sof t w are by t h e t im e t h e sof t w are is col -
l ect ed, int egrat ed, t est ed and rel eased. It  
m ay be v ery cost l y and t im e consum ing 
t o perf orm  t h e necessary due dil igence t o 
ident if y w h at  probl em s m ay exist . 
An  im m ediat e  concl usion  w e  can  draw  
f rom  t h e preceding is t h e im port ance of  
em pl oying  saf e  sof t w are  dev el opm ent  
pract ices. Th at  is, w e adv ocat e a prev ent -
iv e approach  aided by pol icies, educat ion 
and t ool s. 
W h o is Affect ed 
Underst anding  t h e  IP  pedigree  of   sof t -
w are is im port ant  and is becom ing an in-
creasingl y com m on req uirem ent  in m any 
ent erprises  t h at   creat e  and/or  use  sof t -
w are.  In  w h at   f ol l ow s,  w e  f irst   describe 
t h e sof t w are f ood ch ain, and t h en exam -
ine h ow  it  can im pact  t h e pl ayers. 
Th e sof t w are indust ry ch ain m ay be de-
scribed in sim pl e t erm s. 
Th e ch ain consist s of  increasingl y l arger 
and  m ore  com pl ex  organizat ions  t h at  
“consum e”  sof t w are  by  bringing  in  sof t -
w are  f rom   ot h er  (t ypical l y  sm al l er) 
f irm (s),  com bining  t h e  sof t w are  w it h  
t h eir  ow n  “v al ue-added”  f unct ional it y, 
and passing t h e resul t  on t o t h e next  (t yp-
ical l y l arger) f irm  in t h e ch ain. 
T o sh ow  t h e scope of  t h e f irm s t h at  can 
be af f ect ed by cont am inat ion, l et ’s use an 
exam pl e. Th e sof t w are ch ain in t h e cel l u-
l ar ph one indust ry consist s of : 
•  Sm al l  dev el opers and independent  sof t -
  w are v endors t h at  cont ribut e h ardw are 
  driv ers or prot ocol  st ack s t o t h e ch ip 
  m ak ers 
•  Ch ip m ak ers t h at  add t h eir ow n cont ent  
  and pass it  on t o t h e cel l  ph one v endor 
•  Th e cel l  ph one v endor adds appl ica-
  t ions and graph ical  user int erf aces, 
  again obt ained f rom  ot h er pl ayers and 
  int ernal  dev el opm ent  t eam s, and passes 
  t h ese on t o t h e operat or 
•  Th e operat or m ay add it s ow n cust om -
  ized cont ent  such  as spl ash  screens or 
  operat or-specif ic appl icat ions and pass 
  t h ese on t o t h e end user
In t h is exam pl e, t h ere coul d be t w ent y or 
m ore pl ayers inv ol v ed. An IP cont am ina-
t ion anyw h ere in t h e f ood ch ain w oul d af -
f ect  m any pl ayers. 
At t ent ion on IP purit y is h eigh t ened gen-
eral l y  w h en  t h ere  is  a  t ransact ion  in-
v ol v ed.  Th e  nat ure  of   t h e  t ransact ion 
coul d be: 
•  Inv est m ent  in an organizat ion t h at  cre-
  at es or consum es sof t w are 
•  An M& A (m erger and acq uisit ion) act iv -
  it y inv ol v ing a pl ayer in t h e abov e f ood 
  ch ain 
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•  Publ ic Of f ering by a pl ayer in t h e ch ain 
•  A sof t w are t ransf er f rom  one pl ayer t o 
  t h e next  in t h e ch ain, such  as a cont ract -
  ing or sof t w are l icensing ev ent
Such   t ransact ions  cont ribut e  t o  t h e  cre-
at ion  of   a  w h ol e  indust ry  cent ered  on 
v erif ying  sof t w are  cl eanl iness  t h rough  
due dil igence. Anot h er cont ribut or is t h e 
cl auses  on  represent at ions  and  w ar-
rant ies  or  IP  indem nit y  in  l egal   docu-
m ent s support ing such  t ransact ions. It  is 
increasingl y  com m on  t o  encount er  IP 
l aw yers and V ent ure Capit al ist s (V Cs) and 
be regal ed by st ories of  t ransact ions t h at  
h av e been del ayed or l ost  (i) due t o t h e 
t im e t h at  it  t ak es t o v erif y cl eanl iness, or 
(ii) due t o am biguit ies around IP ow ner-
sh ip. Al l  of  w h ich  adv ocat es t h e need f or 
adopt ing and depl oying saf e sof t w are de-
v el opm ent  pract ices. 
IP Cont am inat ion is Prev al ent  
Th e scope of  IP cont am inat ion is expand-
ing, and is bet t er underst ood w h en w e ex-
am ine  it s  cont ribut ing  f act ors  and  t h e 
m om ent um  beh ind t h em . 
Th e use of  open source sof t w are (OSS) is 
increasing  dram at ical l y,    sh if t ing  t h e 
m odel s and m et rics beh ind sof t w are de-
v el opm ent . Sof t w are re-use, code v isibil -
it y, ef f icient  dev el opm ent  int erv al s, cost s, 
and enh anced f unct ional it ies are som e of  
t h e posit iv e at t ribut es driv ing t h e increas-
ing  use  of   open  source.  H ow ev er,  v ery 
specif ic l icenses regul at e t h e use of  OSS 
and t h e t erm s of  m any of  t h ese l icenses 
dif f er  and  not   uncom m onl y  req uire  ex-
pert  int erpret at ion. 
Aside  f rom   OSS,  ot h er  grow t h   areas  f or 
cont am inat ion incl ude: 
•  Designer prev ious-l if e cont am inat ion, 
  w h ich  w e described earl ier, is com m on 
•  Out sourcing, on-sh ore or of f -sh ore, is 
  expanding, w it h  t h e addit ional  danger 
  of  cross-proj ect  cont am inat ion 
•  E-bidding f or sof t w are as in 
  h t t p://w w w .el ance.com  is grow ing 
•  Col l aborat iv e dev el opm ent  is becom ing 
  com m on w it h  univ ersit ies, gov ernm ent s 
  and indust ries as pl ayers 
In sum , w e reit erat e our bel ief  t h at  m ost  
cont am inat ion is unint ent ional , and h ap-
pens  w h en  saf e  dev el opm ent   st andards 
and pract ices are absent  in t h e sof t w are 
organizat ions of  t h e f ood ch ain. 
Current  Prev ent ion Met h ods  
W e h av e grouped t h e general  m et h ods of  
m anaging  IP  cont am inat ion  int o  t w o 
groups: i) correct iv e m et h ods, w h ich  t ry 
t o det ect  cont am inat ion or IP pol icy in-
f ract ions  in  a  piece  of   sof t w are,  and  ii) 
prev ent iv e  m et h ods,  t h at   st riv e  t o  st op 
unint ent ional  penet rat ion of  undesirabl e 
code in a proj ect . 
W e w il l  f urt h er div ide t h ese m et h ods int o 
m anual   and  aut om at ed  t ech niq ues,  and 
w il l  com m ent  on t h eir suit abil it y and per-
ceiv ed sh ort  com ings. 
Correct iv e Sol ut ions 
Correct iv e sol ut ions by t h eir v ery nat ure 
req uire  t h ere  t o  be  an  asset   t o  be  ana-
l yzed,  and  t h eref ore  are  com m onl y  em -
pl oyed  as  a  pref ix  t o  t h e  l oad-buil d 
process or as a suf f ix t o t h e product  re-
l ease process. 
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Th e general  obj ect iv es beh ind correct iv e 
sol ut ions are: (i) t o det ect  possibl e IP con-
t am inat ion;   (ii)  t o  ident if y  t h e  ext ernal  
source f rom  w h ich  t h e IP cont am inat ion 
w as deriv ed;  (iii) t o det erm ine t h e v al idit y 
of   suspect ed  IP  cont am inat ion;   and  (iv ) 
t o appropriat el y respond t o t h e possibl e 
IP cont am inat ion. IP cont am inat ion can 
t ak e  one  of   t w o  f orm s:  (i)  a  com pl et e 
m odul e or f il e, or (ii) a snippet  such  as a 
subrout ine or m et h od w it h in a m odul e or 
f il e.  It   is  not ew ort h y,  ref l ect ing  t h at   IP 
cont am inat ion is sel dom  m al icious, t h at  
it  is not  uncom m on f or an IP cont am ina-
t ion obj ect  t o h av e associat ed com m ent s 
t h at  cl earl y ident if ies t h e source or copy-
righ t  ow ner of  t h e obj ect . 
Correct iv e sol ut ions can be q uit e soph ist -
icat ed and t h ere can be v al ue t o j ust  per-
f orm ing  one  or  m ore  of   t h e  abov e 
obj ect iv es.  For  exam pl e,  it   is  not   al w ays 
necessary  t o  ident if y  t h e  source  f rom  
w h ich  an IP cont am inat ion obj ect  w as de-
riv ed.  L exical   and  gram m at ical   anal ysis 
of  a f il e can be em pl oyed t o det ect  and 
f l ag expl anat ion ch anges in coding st yl e. 
Al so, det ect ion and ident if icat ion m ay be 
one and t h e sam e. A precaut ionary sw eep 
of  al l  t h e f il es used in a l oad buil d m ay be 
perf orm ed  t o  ensure  t h ere  are  no  inad-
v ert ent   and  unaccount ed  f or  dependen-
cies  on  com m ercial   or  open  source 
l icensed sof t w are m odul es. 
Correct iv e  sol ut ions  t ypical l y  inv ol v e  a 
com binat ion  of   bot h   m anual   and  aut o-
m at ed  processes.  A  com preh ensiv e  and 
f orm al  rev iew  m ay be perf orm ed by an in-
t ernal   t eam   of   code  rev iew ers  and  l egal  
council   as  part   of   t h e  general   dev el op-
m ent  process. Th is m ay be an ext ension 
t o  t h e  t ypical   code  rev iew   t h at   is  com -
m onl y em pl oyed during t h e dev el opm ent  
process t o f ind bugs and im prov e t h e sof t -
w are. 
Al t ernat iv el y, an ext ernal  com m ercial  due 
dil igence  serv ice  m ay  be  em pl oyed  t o 
prov ide an independent  assessm ent  in or-
der, f or exam pl e, t o v al idat e t h at  t h e sof t -
w are  asset   being  sol d  righ t f ul l y  bel ongs 
t o  t h e  sel l er.  In  eit h er  case,  t h e  process 
inv ol v es exam ining v arious art if act s such  
as t h e sof t w are bil l -of -m at erial s, sof t w are 
f il es, and docum ent at ion f il es, det erm in-
ing  t h e  sources  of   v arious  art if act s,  and 
int erv iew ing dev el opers. In sh ort , l ook ing 
f or  indicat ors  of   ext ernal   art if act s  and 
upon  f inding  suspect s,  inv est igat ing  t h e 
IP at t ribut es of  t h ese suspect s. 
Th e  m ore  com m on  com m ercial l y  av ail -
abl e  aut om at ed  t ool s  t ypical l y  address 
t h e  ident if icat ion  of   ext ernal   sof t w are 
m odul es/f il es  t oget h er  w it h   ext ernal  
source code w it h in m odul es/f il es. T o ac-
com pl ish  t h is f unct ion, t h ese t ool s h av e 
associat ed  reposit ories  cont aining  sof t -
w are  m odul es/f il es,  act ual   source  code, 
and  t h e  eq uiv al ent   of   code  f ingerprint s 
k now n as codeprint s. Th ese t ool s accom -
pl ish  t h eir obj ect iv es by com paring a giv -
en  art if act   against   t h e  cont ent s  in  t h e 
reposit ory.  Such   reposit ories  are  com -
m onl y assem bl ed by m ining t h e v ast  col -
l ect ion of  general l y av ail abl e OSS as w el l  
as  cont ribut ed  com m ercial   sof t w are 
source code, obj ect  f il es, l ibrary f il es, and 
execut abl es.  Th e  cont ribut ion  of   such  
com m ercial   sof t w are  creat es  a  w in-w in 
f or ev eryone inv ol v ed as: 
•  Th e ow ners of  t h e com m ercial  sof t w are 
  are increasingl y conf ident  t h at  t h eir 
  code is being properl y used 
•  Th e dev el opers of  sof t w are are increas-
  ingl y conf ident  t h at  t h eir m ark et  of f er is 
  not  exposed t o t h e risk s associat ed w it h  
  inadv ert ent l y incorporat ing com m ercial  
  sof t w are 
•  Th e t ool s dev el oper h as a m ore com pre-
  h ensiv e and usef ul  m ark et  of f er 
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A f ew  exam pl es of  t h e aut om at ed m ech -
anism s used t o det ect  and ident if y ext ern-
al  code snippet s incl ude: 
•  Com parison and correl at ion of  t h e snip-
  pet  w it h  v arious snippet s of  code exist -
  ing in a reposit ory 
•  Com put ing a codeprint  f or t h e snippet  
  and com paring t h is codeprint  against  a 
  reposit ory of  pre-com put ed codeprint s 
•  Scanning t h e snippet  f or k eyw ords such  
  as "l icense", ident if icat ion m ark s such  
  as "w rit t en by", and copyrigh t  not ices 
As  m ent ioned,  general l y  a  com binat ion 
of   m anual   and  aut om at ed  m et h ods  are 
em pl oyed.  T w o  not ew ort h y  academ ic 
proj ect s in t h is f iel d are: (i) MOSS (Meas-
ure  Of   Sof t w are  Sim il arit y)  in  St anf ord 
Univ ersit y (h t t p://t h eory.st anf ord.edu/
~ aik en/m oss/), and (ii) J PL AG 
(h t t ps://w w w .ipd.uni-k arl sruh e.de/
j pl ag/) in Karl sruh e Univ ersit y. 
L im it at ions of Correct iv e Sol ut ions 
Al t h ough   t h e  st eps  f or  correct iv e  sol u-
t ions are rel at iv el y st raigh t  f orw ard, prac-
t ical l y t h ey are v ery l abor int ensiv e, t im e 
consum ing  and  expensiv e.  Increasing 
aut om at ion  m ak es  t h is  endeav or  m ore 
f easibl e,  w h ich   is  cont ribut ing  t o  an  in-
creasing use of  such  t ool s f or sof t w are de-
v el opm ent . W h ich , in t urn, is resul t ing in 
an increase in t h e innov at ion and av ail ab-
il it y of  m ark et  of f ers addressing t h is area. 
H ow ev er, t h ere are l im it at ions t o correct -
iv e sol ut ions. Ev en w it h  aut om at ion and 
aggregat ion, correct iv e sol ut ions can not  
det ect   ext ernal   cont ent   unl ess  t h ey  can 
ident if y it . In ot h er w ords, if  an ext ernal  
cont ent  is not  av ail abl e in t h e t ool s’s re-
posit ory or is not  ot h erw ise det ect abl e by 
being cl earl y m ark ed or st yl ist ical l y dif f er-
ent , it  cannot   be det ect ed. 
And in part icul ar, it  is ext rem el y dif f icul t , 
if  not  im possibl e, t o det ect  propriet ary ex-
t ernal   cont ent   since  general l y  it   is  not  
av ail abl e f or com parison purposes. 
Ev en if  t h e ext ernal  cont ent  does exist  in 
t h e dat abase, t h e com parison process is 
not  al w ays 100% accurat e. Moreov er, t h e 
com parison  process  is  com put at ional l y 
int ensiv e,  req uiring  a  t igh t   l ink age 
bet w een t h e com parison al gorit h m s and 
t h e reposit ory. Th is t ypical l y req uires co-
l ocat ing t h e reposit ory and t h e code t o be 
exam ined. 
Correct iv e  sol ut ions  address  t h e  rel at -
iv el y w el l  def ined issue of  spot t ing IP con-
t am inat ion. Th ere are, h ow ev er, a m yriad 
of   rel at ed  and  ov erl apping  issues.  Not -
abl e am ong t h ese issues is sof t w are pedi-
gree, or “w h o w rot e t h is st uf f ? ”. Sof t w are 
pedigree  is  concerned  w it h   det erm ining 
w h et h er or not  t h e copyrigh t  l icense at -
t ach ed t o a f il e/m odul e or code snippet  is 
properl y  at t ach ed  and  t h at   t h e  l icense 
real l y  does  appl y.  Anot h er  issue  sur-
rounds  det erm ining  w h at   const it ut es  a 
sof t w are deriv at iv e as som e OSS l icenses 
req uire al l  deriv at iv es of  a giv en w ork  t o 
be l icensed under t h e sam e l icense as t h e 
original . 
Possibl y  t h e  m ost   signif icant   l im it at ion 
associat ed  w it h   correct iv e  sol ut ions  is 
t h at   t h ey  are  correct iv e,  occurring  af t er 
t h e  f act .  Resol ut ion  of   any  correct ions 
can im pact  t h e proj ect ’s com pl et ion dat e, 
t ransact ion  cl osing  and  sal es  cycl e,  and 
add  unant icipat ed  cost s  t o  t h e  ov eral l  
proj ect . 
Prev ent iv e Sol ut ions 
As t h e saying goes, “An ounce of  prev en-
t ion  is  w ort h   a  pound  of   cure”.  As  w it h  
correct iv e sol ut ions, prev ent iv e sol ut ions 
m ay  be  cat egorized  in  t erm s  of   m anual  
and aut om at ed processes. 
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Am ong t h e m ore w idespread m anual  pre-
v ent iv e sol ut ions is educat ion. Educat ion 
incl udes  organizat ions  set t ing  pol icies 
and rul es f or accept abl e and saf e coding 
pract ices, as w el l  as t h e associat ed com -
m unicat ions and t raining. Th ese incl ude 
t h e  int roduct ion  of   guidel ines  t h at   are 
w el l  docum ent ed, general l y av ail abl e f or 
dev el oper  ref erence,  and  are  int egrat ed 
int o t h e com pany’s pract ices. 
Th e success of  educat ion in addressing IP 
cont am inat ion is dependent  upon a num -
ber  of   f act ors,  incl uding  t h e  educat ion 
program  em pl oyed and t h e et h ical  beh a-
v ior  of   t h e  program m ers.  W h il e  recog-
nized as cl earl y im port ant , educat ion w il l  
general l y be insuf f icient  in and of  it sel f  t o 
prev ent   IP  cont am inat ion,  bot h   m al i-
cious and non-m al icious. 
Anot h er prev ent iv e sol ut ion is set t ing t h e 
req uirem ent  t h at  onl y specif ic code m ay 
be  used.  Again,  rul es  m ust   be  def ined, 
docum ent ed  and  com m unicat ed  on  t h e 
accept abl e pract ices and sources of  code. 
A  com m on  crit icism   of   t h is  sol ut ion  is 
t h at   it   m ay  not   general l y  appl y.  For  ex-
am pl e, program m ers m ay f ind t h at  it  l im -
it s  t h eir  ch oices  and  needs,  and  t h at  
accept abl e al t ernat iv es becom e h indered 
by approv al  processes. Pressures of  dead-
l ines  and  del iv erabl es  creat e  an  at m o-
sph ere of  t ension bet w een f ol l ow ing t h e 
process  and  adh ering  t o  t h e  rul es.  It   is 
not ew ort h y  t h at   w e  h av e  recent l y  seen 
t h e em ergence of  successf ul  com m ercial  
v ent ures  t h at   of f er  a  dat abase  of   IP -in-
dem nif ied, pedigreed OSS. 
Aut om at ed  prev ent iv e  sol ut ions  rel y 
upon t h e det ect ion and ident if icat ion of  
ext ernal  cont ent  im m ediat el y upon it  be-
ing int roduced int o a proj ect . Int egrat ion 
of  t h e prev ent iv e sol ut ion w it h in t h e de-
v el opm ent   env ironm ent   enabl es  det ec-
t ion of  ext ernal  cont ent , al t h ough  it  m ay 
not  necessaril y aut om at ical l y ident if y t h e 
source of  t h at  cont ent .
Det ect ion  can  f l ag  t h e  int roduct ion  and 
opt ional l y  req uire  t h e  dev el oper  im port -
ing t h e code t o annot at e t h e source f or f u-
t ure  ref erence.  T im el y  det ect ion  of   t h e 
com pany’s  IP  pol icy  v iol at ions  and  pos-
sibl e  im m ediat e  correct ion  is  incl uded 
am ong t h e adv ant ages of  aut om at ed pre-
v ent iv e  sol ut ions.  L ik e  correct iv e  sol u-
t ions  h ow ev er,  prev ent iv e  sol ut ions  do 
not  address t h e rel at ed issues associat ed 
w it h  det erm ining sof t w are deriv at iv es. 
Sum m ary 
Th e sof t w are dev el opm ent  indust ry is w it -
nessing a t ransit ion, brough t  about  by t h e 
expl osiv e grow t h  of  OSS, code-search  en-
gines and out sourcing pract ices. Th e new  
order brough t  about  by t h is t ransit ion car-
ries cert ain IP ch al l enges t h at  m ust  be ef -
f ect iv el y  h andl ed,  ot h erw ise  t h e  resul t s 
coul d be cat ast roph ic f or a sof t w are com -
pany. IP pol icies m ust  be set , m onit ored 
and enf orced. 
Mah sh ad Kooh gol i is t h e CEO of Prot ecode 
Inc.  (h t t p:/ / w w w .prot ecode.com ),  a  soft -
w are IP m anagem ent  com pany. Mah sh ad 
h as been in t h e indust ry for a l ong t im e, 
h as a BSc and a Ph D from  t h e Univ ersit y 
of Sussex in Engl and. H e h ol ds v arious pat -
ent s. H e w as t h e founder and CEO of Nim -
cat  Net w ork s, and founder of Spacebridge 
Net w ork s  and  L ant ern  Com m unicat ions 
Canada.  H e  h el d  senior  rol es  in  New -
bridge, Bel l  Nort h ern Research  and Nort el . 
Rich ard  Mayer  deal s  w it h   soft w are  int el -
l ect ual  propert y issues as V ice President  of 
Mark et ing  for  Prot ecode.  H e  offers  a 
breadt h   of  experience  and  underst anding 
of cust om er and t ech nol ogy ch al l enges in 
t h e  t el ecom m unicat ions  and  IT  sect ors. 
Prior  t o  j oining  Prot ecode,  Rich ard  h el d 
senior  m ark et ing,  product   m anagem ent  
and sal es rol es incl uding an int ernat ional  
post ing in Nort el  and J DSU. Rich ard h as a 
degree  in  Com put er  Syst em s  Engineering 
from  Carl et on Univ ersit y. 
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ert y righ t s is v it al  t o econom ic grow t h ." 
Com m it t ee f or Econom ic Dev el opm ent
In t h e Canadian copyrigh t  ref orm  arena, 
t h e  ev ent s  of   earl y  Decem ber,  2007, 
ch anged ev eryt h ing.
In l at e Nov em ber, it  w as w idel y ant icip-
at ed t h at  new  copyrigh t  l egisl at ion w oul d 
be int roduced in t h e m odel  of  t h e cont ro-
v ersial   Am erican  Digit al   Mil l ennium  
Copyrigh t   Act   (DMCA).  Th e  bil l   w as 
rum ored  t o  incl ude  h arsh   “ant i-circum -
v ent ion  l aw s”,  w h ich   grant   sof t w are  dis-
t ribut ors t h e righ t  t o seek  l egal  rem edies 
f or circum v ent ion of  t ech nol ogical  l ock s 
on  cont ent .  In  response,  v et eran  Cana-
dian  copyrigh t   adv ocat es  issued  an  ap-
peal  t o Canadians t o t ak e an int erest  in 
t h e bil l  and t o cal l  f or f air and bal anced 
copyrigh t . 
Canadian  cit izens  answ ered  t h at   cal l   in 
unexpect ed  num bers,  bot h   onl ine  and 
of f l ine.  A  F acebook   group,  cal l ed  F air 
Copyrigh t   f or  Canadians,  grew   t o  ov er 
25,000  m em bers  w it h in  t w o  w eek s,  and 
prov ided grassroot s adv ocacy t ool s t o cit -
izens. A new  w ebsit e, cal l ed Copyrigh t f or-
Canadians.ca,  est abl ish ed  it sel f   as  a 
cent re f or new s on t h e bil l  and consum er 
adv ocacy.  Using  t h ese  t ool s,  Canadians 
w rot e  l et t ers,  m et   w it h   pol it icians,  and 
dem anded  bal ance.    W it h   t h eir  w ords 
and t h eir act ions, not  onl y did Canadians 
del ay  t h e  int roduct ion  of   t h e  bil l   unt il  
next   year,  but   t h ey  put   copyrigh t   in  t h e 
spot l igh t  and sh ow ed l egisl at ors t h at  f air 
and  bal anced  copyrigh t   can  capt ure  t h e 
publ ic im aginat ion.
Indust ry  Minist er  J im   Prent ice  now   h as 
t h e opport unit y t o h ear f rom  groups rep-
resent ing Canadian perspect iv es on copy-
righ t , h opef ul l y resul t ing in a bet t er and 
m ore bal anced bil l .
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Open source dev el opers h av e a uniq ue re-
l at ionsh ip  w it h   copyrigh t ,  w it h   l icences 
and  pract ices  enabl ing  t h em   t o  f l ourish  
in t h e copyrigh t  ecosyst em . Open source 
sof t w are businesses are uniq uel y sit uat ed 
t o  com m ent   on  t h e  copyrigh t   bal ance, 
since  open  source  dev el opers  rel y  on 
copyrigh t  bot h  f or prot ect ion of  t h eir sof t -
w are, and f or f reedom  t o access t h e sof t -
w are  of   ot h ers.    In  t h e  consul t at ion 
process t o com e, t h e Canadian Sof t w are 
Innov at ion Associat ion (CSIA) is in a posi-
t ion t o be t h e v oice of  t h e Canadian open 
source indust ry.
Th e CSIA is a grow ing coal it ion of  busi-
nesses, nonprof it  organizat ions, indiv idu-
al s  and  user  groups  w ork ing  in  t h e 
business  of   f ree  and  open  source  sof t -
w are. Th e CSIA is an organizat ion t h at  ad-
v ocat es  copyrigh t   l aw s  in  Canada  t h at  
cont inue  t o  support   creat iv it y  and  en-
courage innov at ion in t h e Canadian sof t -
w are  indust ry  w h il e  of f ering  users 
necessary  f reedom s.  Th e  CSIA  is  being 
f orm ed around a w h it e paper, av ail abl e at  
t h e CSIA's w ebsit e 
(h t t p://sof t w areinnov at ion.ca/
w h it epaper/).  Th e  w h it e  paper  buil ds  a 
case f or Canada's need f or copyrigh t  l aw s 
t h at  support  t h e open source m odel .  Th e 
w h it e  paper  of f ers  t h ree  point s  t o  sup-
port  t h is case: i) an account  of  Canada's 
open  source  business  com m unit y  and 
t h e  econom ic  cont ribut ion  of   open 
source t o t h e m ark et pl ace;  ii) an account  
of   open  source  and  it s  rel at ionsh ip  t o 
copyrigh t  l aw ;  and iii) an account  of  h ow  
ant i-circum v ent ion  l aw s  underm ine 
open source sof t w are.
Th e w h it e paper al so of f ers a series of  re-
com m endat ions  f or  addressing  ant i-cir-
cum v ent ion l aw s. Th ere is no such  t h ing 
as a good ant i-circum v ent ion l aw , but  if  
Canada  is  com m it t ed  t o  im pl em ent ing 
such  l aw s, t h en it  sh oul d do so in a w ay 
t h at   m inim izes  pot ent ial   disrupt ion  t o 
t h e open source business m odel . Th e CSIA of f ers guidance t o t h e gov ern-
m ent  on h ow  t o do so.
Th is sh ort  art icl e of f ers a sum m ary of  t h e 
CSIA  w h it e  paper,  and  issues  a  cal l   t o 
arm s  f or  open  source  dev el opers:  good 
l aw s don't  j ust  h appen;  l aw -m ak ers need 
t o underst and t h e int erest  is in t h e bal -
ance. Th e CSIA of f ers a w ay t o m ak e your 
v oice h eard in copyrigh t  pol icy debat es.
Econom ic Cont ribut ion of Open Source
Open source sof t w are (OSS) of f ers m any 
pract ical  and econom ic benef it s t o bot h  
open source businesses and users. Open 
source of f ers t h e publ ic sect or and sm al l , 
m edium , and l arge businesses al ik e, pro-
duct iv it y  and  ef f iciency  gains  and  ot h er 
pract ical   benef it s  such   as  special izat ion 
and  scal ing  t o  m eet   a  user’s  specif ic 
needs.  V iew ed  m ore  broadl y,  t h e  open 
source  m odel   is  a  h ot bed  of   innov at ion 
t h at   cont ribut es  t o  Canada’s  econom ic 
w el l -being. 
A 2005 St at ist ics Canada report  discl oses 
t h at  open source sof t w are occupies a sig-
nif icant  f ract ion of  sof t w are operat ed by 
bot h  priv at e and publ ic sect or organiza-
t ions. Ov er h al f  (52.7%) of  al l  publ ic sec-
t or  organizat ions  report ed  using  open 
source  sof t w are.  Am ong  priv at e  sect or 
f irm s,  ov er  t w o  t h irds  (37.3%)  of   l arge 
f irm s  report ed  using  open  source  sof t -
w are, w it h  l ess being report ed by m edi-
um   (16.5%)  and  sm al l   (9 %)  businesses 
(al t h ough   t h ese  f igures  l ik el y  under-re-
port   open  source  usage  t h rough   out -
sourced w eb serv ices). 
More w ork  needs t o be done t o educat e 
sm al l er  businesses  about   t h e  benef it s 
and capabil it ies of  open source sof t w are. 
Sm al l er  businesses  w oul d  benef it   t h e 
m ost  f rom  t h e cost  sav ings and f l exibil it y 
t h at  open source sof t w are del iv ers. 
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Open  source  consum er  appl icat ions, 
such   as  t h e  Firef ox  brow ser,  Ubunt u 
L inux-based  operat ing  syst em ,  Apach e 
w eb-serv er,  MySQL   dat abase  program , 
and  OpenOf f ice  product iv it y  suit e,  are 
al so increasing m ark et  sh are.
Th ere are m any econom ic adv ant ages t o 
using open source ov er propriet ary sof t -
w are:
•  Reduced Cost : considering t h e t ot al  cost  
  of  ow nersh ip of  sof t w are, incl uding t h e 
  m aint enance and support , in m ost  cases 
  OSS is l ess expensiv e t h an eq uiv al ent  
  propriet ary sof t w are
•  Securit y: open source code is t ranspar-
  ent  t o users, m ak ing sof t w are v endors 
  m ore account abl e, giv ing users and 
  dev el opers access t o t h e source code and
  al l ow ing t h em  t o ident if y v ul nerabil it ies 
  and prov ide or push  f or f ixes in a t im el y 
  m anner
•  Ef f iciency, scal abil it y, and innov at ion: 
  sof t w are upgrades can be cont rol l ed and 
  det erm ined by users and not  t h e sof t -
  w are v endor and t h e sof t w are m ay be 
  easil y cust om ized t o m eet  t h e specif ic 
  needs of  it s users
Final l y,  open  source  encourages  ch oices 
bet w een v endors and program s and pro-
m ot es int eroperabil it y f or al l  users.
Al t h ough   OSS  is  grow ing  increasingl y 
m ainst ream , Canada st il l  l ags beh ind ot h -
er  nat ions  in  t ak e-up  of   OSS:  st udies 
sh ow  t h at  f irm s use a l arger percent age of  
OSS in t h e Unit ed St at es, Europe and t h e 
Pacif ic Rim . Th is suggest s t h at  cl osing t h e 
open source t ak e-up gap of f ers Canadian 
f irm s  t h e  pot ent ial   f or  signif icant   pro-
duct iv it y  gains.  Accordingl y,  t h e  Cana-
dian  gov ernm ent   sh oul d  encourage  t h e 
adopt ion of  OSS t o bol st er Canadian pro-
duct iv it y and econom ic grow t h . Th is incl udes creat ing a business cl im at e 
t h at  is f ree of  h urdl es f or open source im -
pl em ent at ion.  Canada  h as  a  sm al l   but  
st rong  h ist ory  of   open  source  cont ribu-
t ion.  Nonet h el ess,  Canada  l ags  beh ind 
bot h  t h e Unit ed St at es and t h e European 
Union in t erm s of  open source dev el op-
m ent .
Open Source Soft w are and Copyrigh t
Copyrigh t   l aw   is  cent ral   t o  t h e  ph il o-
soph y  and  pract ices  of   open  source  de-
v el opers.  Th e  publ ic  pol icy  underl ying 
Canada’s  copyrigh t   l aw   seek s  t o  bal ance 
t h e publ ic’s int erest  in rew arding aut h ors 
f or t h eir creat iv e ef f ort s w it h  t h e publ ic’s 
int erest   in  access  t o  t h ose  w ork s.  Open 
source dev el opers sim il arl y h av e int erest s 
on bot h  sides of  t h at  bal ance.
Copyrigh t  l aw  grant s OSS dev el opers ex-
cl usiv e righ t s in t h e com put er program s 
t h ey creat e, incl uding t h e excl usiv e righ t  
t o  reproduce,  dist ribut e,  and  adapt   and 
m odif y  t h e  sof t w are.  Open  source  de-
v el opers rel y upon t h ese excl usiv e righ t s 
t o  dict at e  t h e  t erm s  under  w h ich   t h eir 
sof t w are  m ay  be  dist ribut ed  and  used. 
Open  source  dev el opers  col l ect   t h ese 
t erm s  int o  st andard  l icence  agreem ent s, 
sim pl e  l egal   docum ent s  t h at   predict abl y 
and econom ical l y com m unicat e t h e con-
dit ions under w h ich  t h e sof t w are m ay be 
used, adapt ed and dist ribut ed. Th e busi-
nesses and users t h at  do not  abide by t h e 
l icence t erm s inf ringe copyrigh t . Th e OSS 
copyrigh t   ow ner  m ay  seek   rem edies  f or 
inf ringem ent ;  t h e sam e w ay t h at  t h e ow n-
er of  copyrigh t  in a propriet ary program  
m igh t .
In ret urn f or t h e grant  of  copyrigh t  pro-
t ect ion, t h e creat or of  a w ork  is req uired 
t o l et  t h e publ ic engage in cert ain act iv it -
ies w it h  t h e w ork  creat ed. Th is is of t en de-
scribed as t h e “copyrigh t  bargain” in t h e 
sense t h at  al l ow ing access is t h e price t h e 
aut h or  pays  f or  t h e  benef it   of   copyrigh t  
prot ect ion. 19
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Th e  dev el opm ent   of   open  source  sof t -
w are  req uires  access  t o  com put er  pro-
gram s  f or  m any  reasons,  incl uding  t h e 
need t o dev el op innov at iv e ext ensions or 
ext end t h e f unct ional it y of  exist ing sof t -
w are, t o undert ak e securit y research  and 
t o  m ak e  code  int eroperabl e.  Access  t o 
code is al so req uired t o research  f unct ion-
al it y, w h ich  incl udes rev erse engineering 
code  t o  ident if y  non-pat ent ed  inv en-
t ions. Copyrigh t  l aw  recognizes t h e v al ue 
of  t h ese act iv it ies, and t h e need t o pl ace 
t h em  beyond t h e absol ut e cont rol  of  t h e 
copyrigh t  ow ner.
T ech nol ogical  Measures 
T ech nical  m easures are ubiq uit ous, con-
sum er-l ev el   digit al   t ech nol ogies  t h at   al -
l ow   copyrigh t   ow ners  cont rol   ov er  t h e 
dist ribut ion and use of  sof t w are and digit -
al   cont ent .  T ech nical   m easures  add  a 
second l ayer of  cont ent  prot ect ion t h at  is 
independent  of  and in addit ion t o copy-
righ t  prot ect ion. Th e W IPO Int ernet  T reat -
ies obl ige st at es t o giv e l egal  prot ect ion t o 
T ech nical   m easures.  Th ese  l egal   prot ec-
t ions, col l ect iv el y k now n as “ant i-circum -
v ent ion l aw s”, of f er cont ent  dist ribut ors a 
t h ird l ayer of  prot ect ion.
T ech nical   m easures,  l ik e  al l   t ech nol ogy, 
are  f al l ibl e.  Accordingl y,  ant i-circum v en-
t ion  l aw s  inef f ect iv el y  prev ent   inf ringe-
m ent  but  ef f ect iv el y det er l egit im at e uses 
of  copyrigh t ed w ork s by l aw -abiding cit -
izens, incl uding open source dev el opers.
T en years ago t h is m ont h , Canada signed 
t h e W IPO Int ernet  T reat ies. Now , t h e Ca-
nadian  gov ernm ent   h as  indicat ed  t h at  
new  copyrigh t  l egisl at ion w il l  im pl em ent  
t h ose  t reat ies,  im pl ying  t h at   pol icy-
m ak ers  w il l   int roduce  ant i-circum v en-
t ion l aw s. Our recom m endat ions f or h ow  
pol icy-m ak ers  sh oul d  im pl em ent   t h e 
W IPO  Int ernet   T reat ies  w it h out   ch il l ing 
innov at ion in t h e Canadian sof t w are de-
v el opm ent  indust ry are as f ol l ow s:Th e best  ant i-circum v ent ion l egisl at ion is 
no  ant i-circum v ent ion  l egisl at ion. 
Canada sh oul d not  enact  ant i-circum v en-
t ion l aw s. Canada is al so under no int er-
nat ional   or  dom est ic  obl igat ion  t o 
int roduce  such   prov isions.  Ant i-circum -
v ent ion l aw s ch il l  innov at ion and of f er no 
f urt h er  benef it   t h at   copyrigh t   l aw   does 
not  al ready of f er. 
If  Canada does enact  ant i-circum v ent ion 
l aw s,  it   sh oul d  do  so  in  a  m anner  t h at  
av oids  t h e  m ist ak es  t h at   ot h er  nat ions 
h av e m ade in respect  of  such  l aw s, and 
m inim izes t h e pot ent ial  f or such  l aw s t o 
ch il l  innov at ion. W e suggest  t h at :
•  Canada m ust  rest rict  t h e appl icat ion of  
  ant i-circum v ent ion l aw s t o inst ances 
  w h ere a circum v ent or int ends t o in-
  f ringe copyrigh t ;  com m on sense dic-
  t at es t h at  l egal  act iv it y m ust  not  be 
  rendered il l egal  m erel y because of  t h e 
  presence of  t ech nical  m easures.
•  T ech nical  m easures are sel dom  direct ed 
  prim aril y t ow ards cont ent  prot ect ion 
  and, m ore of t en, t h ey h av e ant i-com pet -
  it iv e obj ect s. Ant i-circum v ent ion l aw s s
  sh oul d recognize t h is real it y by bal an-
  cing such  prot ect ion w it h  l egal  m eas-
  ures designed t o prot ect  t h e consum er.
•  Propriet ary sof t w are dist ribut ors of t en 
  seek  t o l ock  in cust om ers by m inim izing 
  int eroperabil it y w h il e st il l  sat isf ying t h e 
  m inim um  needs of  users. Open source 
  dev el opers, in cont rast , seek  int eroper-
  abil it y am ong open source proj ect s and 
  t h eir propriet ary count erpart s. Copy-
  righ t 's except ions and l im it at ions pro-
  t ect  t h ese ef f ort s. Ant i-circum v ent ion 
  l aw s sh oul d not  f rust rat e t h em . 
•  Rev erse engineering is a crucial  t ool  f or 
  ach iev ing int eroperabil it y and ot h er 
  l egit im at e ends.  Canada m ust  l egisl at e 
  t h e righ t  of  users t o circum v ent  t ech no-
  l ogical  m easures f or non-inf ringing pur-
  poses.  20
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•  Secrecy does not  prot ect  syst em s ef f ect -
  iv el y. El ect ronic securit y is im prov ed 
  t h rough  t est ing by t h e securit y com -
  m unit y incl uding academ ic securit y re-
  search ers and h obbyist  program m ers. 
  Ant i-circum v ent ion l aw s ch il l  securit y 
  research  since successf ul l y breach ing 
  any f orm  of  t ech nol ogical  m easure pro-
  t ect ing t h e underl ying sof t w are raises 
  t h e spect re of  l iabil it y. Th e Unit ed St at es 
  current l y suf f ers f rom  precisel y t h is re-
  search  ch il l . Canada h as no such  re-
  search  ch il l  and sh oul d not  int roduce 
  one: bona f ide securit y research ers m ust  
  not  operat e under a cl oud of  l iabil it y.
•  Ev en t h e m ost  rest rict iv e ant i-circum -
  v ent ion l aw s perm it  circum v ent ion f or 
  cert ain purposes. T ool s t o engage in 
  such  circum v ent ion m ust  be av ail abl e in 
  t h e m ark et pl ace t o t h ose w h o need 
  t h em  f or l egal  use.
•  Ef f ect iv e l aw s do not  m andat e t h e use 
  of  part icul ar t ech nol ogies. T ech nol ogy 
  m andat es run t h e risk  of  l osing rel ev -
  ance as t ech nol ogies ev ol v e and im pose 
  burdens on creat or, user and dist ribu-
  t ion com m unit ies. 
•  Canada's general  def ense t o inf ringe-
  m ent , f air deal ing, suf f ers f rom  def icien-
  cies t h at  underm ines it s ut il it y, and so 
  underm ines t h e ef f ect iv eness of  copy-
  righ t  l aw  as a w h ol e. Canada sh oul d 
  expand f air deal ing t o address it s cur-
  rent  st ruct ural  and t ech nical  inadeq ua-
  cies, and t o cl earl y encom pass rev erse 
  engineering and securit y research  and 
  access f or purposes int ended t o al l ow  
  int eroperabil it y.
Concl usion: A Cal l  t o Act ion
Copyrigh t   pol icy  is  innov at ion  pol icy. 
Ant i-circum v ent ion l aw s w oul d be h arm -
f ul   t o  innov at ion  in  Canada.  Parl iam ent  
sh oul d not  pass ant i-circum v ent ion l egis-
l at ion. If  it  ch ooses t o do so, it  m ust  do so in a 
m anner t h at  does not  underm ine innov a-
t ion pol icy in Canada.
Th ere are m any w ays t h at  concerned cit -
izens and businesses can be act iv e in t h e 
copyrigh t  ref orm  process, especial l y now  
t h at   a  w indow   is  open  f or  Canadian 
v oices t o be h eard. Th e CSIA is a group 
represent ing  st ak eh ol ders  in  t h e  Cana-
dian sof t w are indust ry. Th e CSIA is w ork -
ing t o ensure t h at  copyrigh t  l egisl at ion in 
Canada  cont inues  t o  support   creat iv it y 
and  encourage  innov at ion  in  t h e  Cana-
dian sof t w are indust ry. Since CSIA m em -
bers use new  m odes of  peer product ion, 
t h eir posit ion in t h is area dif f ers f rom  ot h -
er  sof t w are  indust ry  groups,  and  w il l  
prov ide  a  crucial   v oice  in  t h e  consul t a-
t ion process.  Th ere is pow er in num bers. 
By j oining t h e CSIA, you h el p t o ensure 
t h at  t h e v oice of  open source is h eard.
Ot h er good w ays t o get  inv ol v ed incl ude 
j oining  25,000  ot h er  Canadians  in  t h e 
F air Copyrigh t  F acebook  group 
(h t t p://f acebook .com /group.ph p? gid=
6315846683)  and  adding  your  nam e  t o 
one  of   t w o  pet it ions  at   Onl ine  Righ t s 
Canada (h t t p://w w w .onl inerigh t s.ca/
get _act iv e/copyrigh t _pl edge_pet it ion/) 
and Digit al  Copyrigh t  Canada 
(h t t p://digit al -copyrigh t .ca/pet it ion/).  It  
is al so v ery ef f ect iv e t o w rit e t o your MP , 
t h e Minist er of  H erit age, t h e Minist er of  
Indust ry,  and  t h e  Prim e  Minist er.  Copy-
righ t f orCanadians.ca  of f ers  a  num ber  of  
t ool s f or h el ping you do j ust  t h at .
Since  m uch   of   t h e  m ot iv at ion  f or  copy-
righ t  ref orm  in Canada com es f rom  gov -
ernm ent s,  organizat ions  and  businesses 
l ocat ed out side our borders, it  is part icu-
l arl y im port ant  in t h is cont ext  t h at  Parl ia-
m ent   caref ul l y  ev al uat e  proposed 
ch anges  in  l igh t   of   t h eir  im pact   on 
Canada’s int erest s. 
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W h ere  t h e  int erest s  of   Canada’s  creat iv e 
and  innov at iv e  indust ries  dif f er  f rom  
t h ose  of   f oreign  gov ernm ent s  and  l ob-
bies, Parl iam ent  m ust  act  in t h e int erest s 
of   Canadians,  ev en  w h ere  t h is  m ay  be 
v iew ed  w it h   disapprov al   by  out side 
f orces.
Final l y,  copyrigh t   l aw   is  designed  t o 
f ost er innov at ion and product iv it y. In or-
der t o do t h is, as in ot h er areas af f ect ed 
by copyrigh t , t h e l aw  m ust  m aint ain t h e 
bal ance  bet w een  t h e  int erest s  of   copy-
righ t   ow ners  and  users  of   copyrigh t ed 
w ork s.  In  t h e  sof t w are  innov at ion  con-
t ext , t h is m eans grant ing copyrigh t  ow n-
ers  appropriat e  prot ect ions  w h il e 
ensuring  access  f or  innov at iv e  open 
source dev el opers.
Th e  ev ent s  of   Decem ber,  2007  prov ided 
ev idence of  Canadians' int erest  in t h e is-
sue of  f air and bal anced copyrigh t  l aw s. 
As indiv idual s, t h ey h av e af f ect ed t h e l e-
gisl at iv e process and inj ect ed t h e publ ic 
int erest  int o t h e conv ersat ion. Now  is t h e 
t im e f or sof t w are innov at ors t o st at e t h eir 
posit ion  as  w el l ,  w h il e  t h e  w indow   is 
open f or t h eir v iew  t o be h eard.
Andy Kapl an-Myrt h  is t h e Manager of t h e 
L aw  &  T ech nol ogy group at  t h e Facul t y of 
L aw   at   t h e  Univ ersit y  of  Ot t aw a  and  an 
Associat e of t h e Canadian Int ernet  Pol icy 
and Publ ic Int erest  Cl inic. As a j oint  Pro-
j ect   L ead  w it h   Creat iv e  Com m ons 
Canada, Andy speak s on open source, free 
cul t ure and t h e sh aring econom y and pro-
m ot es t h e use of OSS w h enev er t h e oppor-
t unit y present s it sel f .
Cont act s
 Dav id Few er, St af f  Counsel , CIPPIC
 df ew er@uot t aw a.ca
 CSIA q uest ions, com m ent s, or t o j oin:
 inf o@sof t w areinnov at ion.ca"L anguage is a process of free creat ion;  it s 
l aw s  and  principl es  are  fixed,  but   t h e 
m anner in w h ich  t h e principl es of genera-
t ion are used is free and infinit el y v aried." 
Noam  Ch om sk y 
Th e  obj ect iv e  of   t h is  art icl e  is  t o:(i)  ex-
t end t h e discussion of  l icensing t o non-
sof t w are asset s and (ii) prov ide an int ro-
duct ion  t o  righ t s  expression  l anguages 
(REL s).  L icensing  is  not   l im it ed  t o  sof t -
w are. W e can associat e a l icense w it h  any 
k ind of  asset  t h at  h ol ds int el l ect ual  v al ue, 
and can t h us be t urned int o a source of  
rev enue. H ere, our int erest  is on inf orm a-
t ion  asset s,  w h ich   incl ude  sof t w are  and 
sof t w are  com ponent s,  but   al so  serv ices, 
processes,  and  cont ent .  For  inst ance,  a 
song t h at  a user dow nl oads f rom  iT unes 
is an inf orm at ion asset . So is a w eb ser-
v ice such  as t h e Googl e Maps API (appl ic-
at ion program m ing int erf ace). 
L icensing and DRM
W e begin t h e discussion by def ining t w o 
k ey  t erm s,  l icensing  and  digit al   righ t s 
m anagem ent  (DRM). L icensing is a f un-
dam ent al  w ay of  cont rol l ing t h e dist ribu-
t ion of  inf orm at ion asset s, and underl ies 
t h e design of  business rel at ionsh ips and 
st rat egies. L icensing principl es ref l ect  t h e 
ov eral l   business  v al ue  of   asset s  t o  t h eir 
producers and consum ers. Al so, l icensing 
is  of t en  used  t o  prot ect   t h e  int el l ect ual  
propert y righ t s (IPR) of  t h e producers of  
an asset . L icensing is bot h  a source of  rev -
enue and a st rat egic t ool . 
In t h eir book  Digit al  Righ t s Managem ent : 
Business  and  T ech nol ogy,  Rosenbl at t , 
T rippe,  and  Mooney  def ine  DRM  as  an 
um brel l a t erm  ref erring t o t h e col l ect ion 
of  t ech nol ogies (h ardw are, sof t w are, and 
serv ices)  t h at   gov ern  t h e  access  t o  in-
f orm at ion  asset s  t h rough   associat ed 
righ t s,  and  cont rol s  t h eir  dist ribut ion 
(h t t p://t inyurl .com /39 k av 4). 
Th e f oundat ion of  DRM t ech nol ogy rel ies 
on our abil it y t o represent  t h e righ t s ov er 
digit al   asset s.  REL s  represent   t h e  righ t s 
ov er asset s in a m ach ine-underst andabl e 
w ay (h t t p://w w w .l oc.gov /st andards/
rel report .pdf). REL s describe dif f erent  as-
pect s of  usage cont rol , paym ent , and ac-
cess, f or a digit al  access env ironm ent . 
According  t o  Parrot t ,  a  REL   consist s  of  
f our com ponent s (h t t p://xm l .cov erpages.
org/RL TC-Reut ers-Req s.pdf): 
•  Subj ect s, t h e act ors w h o perf orm  som e 
   operat ion or act ion 
•  Obj ect s, t h e cont ent  against  w h ich  a 
   subj ect  w ant s t o perf orm  an operat ion 
•  Operat ions or w h at  t h e subj ect s w ant s 
   t o do t o t h e obj ect  
•  A set  of  const raint s or condit ions 
   under w h ich  an operat ion can be per-
   f orm ed 
Th ese  com ponent s  and  t h eir  rel at ions 
support  a range of  m odel s, each  describ-
ing  a  w ay  of   appl ying  digit al   righ t s.  In 
general , a REL  expresses t h e righ t s of  an 
inf orm at ion asset  eit h er in som e f orm  of  
l ogic or in an XML -based l anguage. 
T o  il l ust rat e  t h ese  concept s,  l et   us  as-
sum e  t h at   a  user  w ant s  t o  dow nl oad  a 
song f rom  t h e iT unes st ore and pl ay it  on 
h is iPod. Th e subj ect  is t h e user, t h e ob-
j ect   t h e  song,  t h e  operat ion  t o  pl ay  t h e 
song,  and  t h e  const raint s  are  t h at   t h e 
user h as t o pay 9 9  cent s f or t h e dow nl oad 
and  cannot   sh are  t h e  song  w it h   h is 
f riends. 
Righ t s Expression L anguages 
W h at  f ol l ow s is a brief  h ist ory of  REL s. 
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Digit al Righ t s  describes  a  m at h em at ical  
m odel  of  sim pl e l icenses t h at  consist s of  
paym ent   and  rendering  ev ent s  and  a 
f orm al  represent at ion of  l icenses 
(h t t p://w w w .l dl .j aist .ac.j p/drcp/doc/
dr-m odel s.pdf).  L icenseScript   is  a  l ogic-
based REL  (h t t p://w w w .ub.ut w ent e.nl /
w ebdocs/ct it /1/000000a1.pdf). 
L ogic-based REL s express general  prepos-
it ions  of   a  perm issiv e  or  obl igat ory  (re-
st rict iv e)  st at em ent .  H ow ev er,  t h ese 
l anguages cannot  express a f iner l ev el  of  
granul arit y  of   t h e  asset s,  act ors,  or  ac-
t ions inv ol v ed. L ogic-based REL s cannot  
int eroperat e w it h  ot h er t ypes of  REL s. 
XML -based  REL s  support   int eroperabl e 
w ays  of   expressing  t h e  righ t s  of   an  in-
f orm at ion  asset .  An  XML -based  REL   al -
l ow s  asset   producers  t o  specif y  f l exibl e 
expressions.  Th e  Ext ended  Righ t s 
Mark up L anguage (XrML , 
h t t p://w w w .xrm l .org) and t h e Open Digit -
al  Righ t s L anguage (ODRL , 
h t t p://odrl .net ) are t w o XML -based REL s 
w h ich  h av e gained int ernat ional  recogni-
t ion and are w idel y used in indust ry. 
XrML   is  t h e  basis  f or  t h e  REL   of   t h e 
MPEG-21  m ul t im edia  f ram ew ork .  It   f o-
cuses  on  t h e  l icense  t h rough   w h ich   a 
righ t s  h ol der  conf ers  usage  righ t s  t o  a 
consum er.  A  l icense  can  be  digit al l y 
signed by t h e righ t s h ol der, now  al so re-
f erred t o as t h e issuer, t o conf irm  t h at  t h e 
h ol der grant s t h e righ t s cont ained in t h e 
l icense. An XrML  l icense cont ains one or 
m ul t ipl e grant s and t h e l icense issuer. A 
grant   is  t h e  el em ent   w it h in  t h e  l icense 
t h at   aut h orizes  a  subj ect   t o  exercise  a 
righ t   on  som e  obj ect   under  som e  con-
st raint s. Not e t h at  t h e act ual  t erm inol ogy 
used  by  XrML   is  sl igh t l y  dif f erent   f rom  
t h is. 
ODRL   is  an  open  st andard  l anguage  f or 
t h e  expression  of   t erm s  and  condit ions 
ov er asset s in open and t rust ed env iron-
m ent s.  ODRL   consist s  of   an  expression 
l anguage  and  a  dat a  dict ionary. Th e  ex-
pression l anguage def ines basic t erm s of  
righ t s expressions and t h eir organizat ion 
using a set  of  abst ract  concept s. Th e dat a 
dict ionary  def ines  t h e  sem ant ics  of   t h e 
concret e  t erm s  used  t o  express  an  in-
st ance of  a righ t s specif icat ion. 
ODRL  is based upon an ext ensibl e m odel  
f or righ t s expression, and def ines t h e f ol -
l ow ing t h ree core ent it ies and t h eir rel a-
t ionsh ips: 
•  Asset s, t h e obj ect s being l icensed 
•  Righ t s, t h e rul es concerning perm it t ed
   act iv it ies, t h e const raint s or l im it s
   t o t h ese perm issions, t h e req uirem ent s
   or obl igat ions needed t o exercise t h e
   perm ission, and t h e condit ions or
   specif icat ions of  except ions t h at , if  t rue,
   t erm inat e t h e perm issions and m ay 
   req uire re-negot iat ion of  t h e righ t s
•  Part ies, t h e inf orm at ion regarding t h e 
   serv ice prov ider, consum er, or brok er 
W it h  t h ese ent it ies, ODRL  can express of -
f ers  (proposal s  f rom   righ t s  h ol ders  f or 
specif ic  righ t s  ov er  t h eir  asset s)  and 
agreem ent s  (cont ract s  or  deal s  bet w een 
t h e  part ies  w it h   specif ic  of f ers).  ODRL  
support s t h e decl arat ion of  a w ide range 
of  expressions. It  can al so be ext ended t o 
dif f erent  t ypes of  dom ains. For exam pl e, 
w e can use ODRL  t o specif y t h at  a con-
sum er  of   a  geocoding  w eb  serv ice  can 
onl y use t h is serv ice in a non-com m ercial  
cont ext , as w el l  as t h e num ber of  t im es 
t h e  serv ice  can  be  accessed  each   day. 
ODRL   h as  been  publ ish ed  by  t h e W orl d 
W ide W eb Consort ium  (W 3C, 
h t t p://w w w .w 3.org/),  and  h as  receiv ed 
w ide accept ance.  
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consort ia  such   as  t h e  Dubl in  Core 
Met adat a Init iat iv e (DCMI, 
h t t p://dubl incore.org/)  and  t h e  Open 
Mobil e Al l iance (OMA, 
h t t p://w w w .openm obil eal l iance.org/).
T w o appl icat ions of  ODRL  are an ODRL  
prof il e of  t h e sem ant ics of  Creat iv e Com -
m ons (CC) l icenses and t h e ODRL  prof il e 
f or  serv ices  (ODRL -S).  Th e  core  se-
m ant ics  of   CC  l icenses  h av e  been  ex-
pressed  in  ODRL .  Th is  prof il e  support s 
ext ensions  t o  t h ese  sem ant ics,  and 
def ines an XML  Sch em a 
(h t t p://odrl .net /Prof il es/CC/SPEC.h t m l ). 
ODRL -S  (h t t p://t inyurl .com /ypn5pu)  is 
an ext ended v ersion of  ODRL  t o express 
cl auses  f or  serv ice  l icensing,  creat ing  a 
m ach ine-underst andabl e serv ice l icense. 
Concl usion 
Inf orm at ion asset s are usual l y accom pan-
ied by a l icense t h at  describes t h e t erm s 
and  condit ions  on  t h e  use  of   t h is  asset  
im posed  by  it s  producer.  A  l icense  re-
f l ect s t h e ov eral l  business v al ue of  t h e as-
set  t o it s producers and consum ers. Th e 
k ind  of   righ t s  v ary  based  on  t h e  nat ure 
and cont ext  of  t h e asset s inv ol v ed. For ex-
am pl e, one of  t h e righ t s f or a m ul t im edia 
asset  is t h at  consum ers can pl ay it . Th e 
concept  of  pl aying can not  be direct l y ap-
pl ied t o a w eb serv ice asset . 
Sim il arl y, t h e righ t s gov erning t h e use of  
t h e  int erf ace  and  im pl em ent at ion  of   a 
w eb  serv ice  are  dist inct .  H ow ev er,  f or 
m ul t im edia or sof t w are asset s w e cannot  
m ak e such  a dist inct ion. In t h is art icl e w e 
int roduced t h e concept  of  l icensing and 
REL s,  and  brief l y  described  XrML   and 
ODRL  as t h e t w o m ost  prom inent  REL s. 
W e t h ank  Dr. Renat o Iannel l a, NICT A, Aus-
t ral ia, and Prof . V incenzo D’Andrea, Uni-
v ersit y of T rent o, It al y, for t h eir suggest ions 
and com m ent s. 
G.R. Gangadh aran is a doct orat e st udent  
in Univ ersit y of T rent o, T rent o, It al y. H is re-
search  int erest s incl ude Free/ Open Source 
Soft w are  Syst em s,  Serv ice  Orient ed  Com -
put ing, Int ernet  Soft w are Engineering and 
W eb 2.0, and Business Model s of Soft w are 
and Serv ices. 
Mich ael   W eiss  h ol ds  a  facul t y  appoint -
m ent   in  t h e  Depart m ent   of  Syst em s  and 
Com put er  Engineering  at   Carl et on  Uni-
v ersit y, Ot t aw a, Canada, and is a m em ber 
of  t h e  T ech nol ogy  Innov at ion  Manage-
m ent   program .  H is  research   int erest s  in-
cl ude  open  source  ecosyst em s, 
serv ice-orient ed  arch it ect ures  and  W eb 
2.0, business process m odel ing, social  net -
w ork   anal ysis,  and  product   arch it ect ure 
and design. Mich ael  h as publ ish ed on t h e 
ev ol ut ion  of  open  source  com m unit ies 
and l icensing of open serv ices. 
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Anon 
On  J une  29 ,  2007,  t h e  Free  Sof t w are 
Foundat ion (FSF) issued t h e GNU Gener-
al  Publ ic L icense V ersion 3 (GPL v 3, 
h t t p://w w w .gnu.org/l icenses/gpl -
3.0.h t m l ). Th e issuance of  GPL v 3 m ark ed 
t h e end of  a rem ark abl e publ ic consul t a-
t ion  process  aim ed  at   rev am ping  t h e  l i-
cense t o address issues t h at  t h e FSF 
(h t t p://w w w .f sf .org)  considers  t o  be  a 
t h reat   t o  t h e  Free  Sof t w are  m ov em ent , 
and t o cl arif y issues t h at  h av e been m is-
underst ood or debat ed since t h e publ ica-
t ions of  GPL  V ersion 2 (GPL v 2). 
Th is  art icl e  int roduces  t h e  rat ional e  f or 
ch anging  t h e  GPL   and  int roduces  t h e 
ch anges t h at  af f ect  pat ent s, Digit al  Righ t s 
Managem ent   (DRM),  l icense 
com pat ibil it y, and t h e l ink ing issue.
W h y Mak e Ch anges?  
Despit e it s w ide-spread use, t h e FSF con-
cl uded  t h at   GPL v 2  h ad  som e  sh ort com -
ings.  In  part icul ar,  t h e  FSF  w as 
concerned t h at  dev el opm ent s in t h e l aw  
since  t h e  publ icat ion  of   GPL v 2,  such   as 
t h e increasing prev al ence of  sof t w are pat -
ent s and l aw s proh ibit ing t h e circum v en-
t ion  of   Digit al   Righ t s  Managem ent  
(DRM)  t ech nol ogy,  t h reat ened  t h e 
f reedom s  t h at   it   sough t   t o  prot ect   and 
w h ich  w ere not  adeq uat el y addressed in 
GPL v 2. 
In  addit ion,  it   w ish ed  t o  increase  t h e 
num ber of  l icenses w it h  w h ich  t h e GPL  is 
com pat ibl e  so  as  t o  enl arge  t h e  pool   of  
sof t w are code t h at  can be com bined w it h  
GPL -cov ered  code.  Final l y,  t h e  FSF 
w ant ed t o cl arif y cert ain prov isions of  t h e 
GPL v 2  t h at   it   t h ough t   h ad  eit h er  been 
m isint erpret ed or w ere incom pl et e. 
Consul t at ion and Draft ing Process 
On  J anuary  6,  2006,  t h e  FSF  issued  t h e 
f irst   draf t   of   GPL v 3  and  com m enced  a 
broad  consul t at ion  process  w h ich   in-
cl uded  t h e  f orm at ion  of   f our  discussion 
com m it t ees t o consul t  and prov ide input  
w it h  respect  t o each  draf t  of  GPL v 3. Th e 
FSF al so publ ish ed a Rat ional e paper w it h  
each   draf t   in  w h ich   ch anges  w ere  sum -
m arized and  annot at ed. It  is cl ear f rom  
rev iew ing each  of  t h e draf t s and Rat ional e 
papers  t h at   a  t rem endous  am ount   of  
t h ough t , debat e and l abour w ent  int o t h e 
draf t ing of  GPL v 3. Th e rest  of  t h is art icl e 
sum m arized t h e k ey ch anges int roduced 
in t h e GPL v 3 and t h eir ef f ect s. 
Key Ch ange #1: Pat ent s 
Th e FSF cl earl y underst ood t h at  it  coul d 
not  use t h e GPL  t o el im inat e sof t w are pat -
ent s. In addit ion, it  recognized t h at  pat ent  
h ol ders  can  be  v al uabl e  cont ribut ors  t o 
GPL -cov ered com put er program s, so l ong 
as  t h ey  do  not   use  t h eir  pat ent s  t o  t ak e 
aw ay t h e f reedom s of  ot h ers t o use, m odi-
f y, and dist ribut e such  program s. As a res-
ul t ,  t h e  FSF  f ocused  it s  at t ent ion  on 
rest rict ing users and dist ribut ors of  GPL -
l icensed  com put er  program s  f rom   using 
t h eir pat ent  righ t s against  ot h er users. 
Expl icit  L icense 
Unl ik e GPL v 2, t h e FSF incl uded an expl i-
cit  grant  of  pat ent  l icense in GPL v 3. Based 
on earl ier draf t s, t h e FSF h ad int ended t o 
im pose on al l  persons w h o dist ribut ed a 
copy  of   a  GPL -cov ered  program ,  incl ud-
ing unm odif ied program s, t h e obl igat ion 
t o grant  a l icense of  any of  t h eir pat ent s 
t h at  w oul d be inf ringed by t h e use of  such  
program .  H ow ev er,  m any  pat ent   h ol ders 
obj ect ed t o t h e breadt h  of  t h is pol icy and 
t h e FSF agreed t o m ak e a concession. 
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pl ies onl y t o t h ose persons w h o dist rib-
ut e  v ersions  of   t h e  program   t h at   t h ey 
h av e  m odif ied.  It   is  im port ant   t o  not e, 
h ow ev er,  t h at   t h e  pat ent   l icense  cov ers 
t h e ent ire w ork  and not  j ust  t h e port ions 
m odif ied by t h e dist ribut or. Pat ent  h ol d-
ers  w h o  dist ribut e  m odif ied  v ersions  of  
GPL v 3-cov ered sof t w are w il l  st il l  h av e t o 
inst it ut e and f ol l ow  appropriat e dil igence 
procedures t o ensure t h at  t h ey do not  in-
adv ert ent l y grant  a l icense t o one or m ore 
of  t h eir pat ent s. 
Ret al iat ion Cl ause 
A pat ent  ret al iat ion cl ause prov ides t h at  
t h e l icense t o use t h e com put er program  
is t erm inat ed if  a l icensee brings a cl aim  
f or  pat ent   inf ringem ent   against   t h e  l i-
censor. Ret al iat ion cl auses can be eit h er 
narrow   in  scope,  by  rest rict ing  it s  ef f ect  
t o  cl aim s  of   inf ringem ent   t h at   rel at e  t o 
t h e l icensed program , or broad and resul t  
in t h e t erm inat ion of  t h e l icense if  t h e l i-
censee brings a cl aim  against  t h e l icensor 
f or any pat ent  inf ringem ent , regardl ess of  
w h et h er or not  it  rel at es t o t h e l icensed 
program .  GPL v 3  adopt s  a  narrow   ret al i-
at ion  approach   w h ich   is  im pl em ent ed 
t h rough  t h e int eract ion of  Sect ion 8 and 
Sect ion 10 of  GPL v 3. 
Ext ension of Pat ent  L icense 
Anot h er inst ance in w h ich  sof t w are pat -
ent s can t h reat en t h e f reedom s w h ich  t h e 
GPL  aim s t o prot ect  occurs w h en a dis-
t ribut or of  a GPL -cov ered com put er pro-
gram  ent ers int o an agreem ent  w it h  t h e 
h ol der of  a pat ent  t h at  is essent ial  t o t h e 
use of  such  program  w h ereby t h e pat ent  
h ol der cov enant s not  t o sue, or ot h erw ise 
grant s  perm ission  t o,  t h e  dist ribut or  f or 
it s use and dist ribut ion of  t h e program . 
If   such   agreem ent   does  not   ext end  t o 
dow n-st ream   users  of   t h e  program ,  t h e 
dist ribut or w il l  be in t h e posit ion of  being 
abl e  t o  exercise  t h e  f reedom s  prov ided 
under  GPL ,  but   dow n-st ream   users  w il l  
not . 
T o  address  t h is  ineq uit y,  t h e  FSF  con-
cl uded t h at  t h e recipient  of  a l icense t o a 
pat ent  t h at  w oul d ot h erw ise be inf ringed 
by t h e use and dist ribut ion of  a GPL v 3-
cov ered w ork  m ust , as a condit ion t o dis-
t ribut ing such  w ork , t ak e cert ain act ions 
t o  prot ect   dow n-st ream   users.  A  benef i-
ciary w h o "k now ingl y rel ies on" t h e pat -
ent  l icense m ust  eit h er arrange t o depriv e 
it sel f   f rom   t h e  benef it   of   t h e  pat ent   l i-
cense f or t h e af f ect ed program  or arrange 
t o ext end t h e l icense t o dow nst ream  re-
cipient s. 
It  sh oul d be not ed t h at  t h e w ords “k now -
ingl y rel ying on” w ere incl uded in Sect ion 
11 t o prov ide som e com f ort  t o t h ose per-
sons w h o h av e ent ered int o bl ank et  cross-
l icensing  arrangem ent s  w it h   ot h ers 
w h ereby t h ey m igh t  not  ev en k now  w h at  
pat ent s h av e been l icensed t o t h em . As a 
t h ird al t ernat iv e, t h e benef iciary of  t h e l i-
cense m ay cause t h e source code t o t h e 
program  t o be m ade av ail abl e f or anyone 
t o  copy,  f ree  of   ch arge  and  under  t h e 
t erm s of  GPL v 3. 
Discrim inat ory Pat ent  L icenses 
In Nov em ber 2006, Microsof t  and Nov el l  
announced t h at  t h ey h ad ent ered int o a 
broad business, t ech nical  and pat ent  co-
operat ion  agreem ent   under  w h ich   Mi-
crosof t   agreed  not   t o  assert   it s  pat ent s 
against  users of  Nov el l ’s SUSE L inux En-
t erprise  Serv er  product ;   prov ided  such  
users do not  m ak e or dist ribut e addit ion-
al  copies. 
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t o sue, rat h er t h an as grant  of  a pat ent  l i-
cense t o Nov el l , t h e part ies sough t  t o by-
pass  t h e  GPL   prov isions  t h at   w oul d 
rest rict   Nov el l   f rom   redist ribut ing  GPL -
cov ered  program s  in  SUSE  L inux  Ent er-
prise Serv er if  it  coul d not  ext end t h e be-
nef it  of  a pat ent  l icense t o dow n-st ream  
recipient s. 
In  t h e  opinion  of   t h e  FSF ,  t h e  Mi-
crosof t /Nov el l   deal ,  and  any  sim il ar  ar-
rangem ent s, t h reat en t h e goal s of  t h e FSF 
and  h av e  t h e  ef f ect   of   m ak ing  t h e  af -
f ect ed GPL -cov ered program  propriet ary. 
T o address t h is t h reat , t h e FSF incl uded 
in Sect ion 6 of  GPL v 3 prov isions t o aut o-
m at ical l y ext end pat ent  l icenses t o al l  re-
cipient s  of   a  GPL v 3-cov ered  program   if  
t h e dist ribut or grant s a pat ent  l icense t o 
one of  t h e recipient s. Sect ion 11 of  GPL v 3 
al so incl udes prov isions w h ich  are int en-
ded t o prev ent  ot h er part ies f rom  ent er-
ing int o arrangem ent s  t h at  are sim il ar t o 
Microsof t 's deal  w it h  Nov el l . W h il e t h ere 
h as been m uch  debat e regarding t h e ef -
f ect iv eness of  such  prov isions, t h e uncer-
t aint y resul t ed in  Microsof t   st at ing  t h at  
it s  deal   w it h  Nov el l  w oul d not  ext end t o 
program s dist ribut ed under GPL v 3. 
Key Ch ange #2: DRM
DRM is a t erm  t h at  is used t o general l y 
describe  any  syst em   or  m et h od  of   pro-
t ect ing  copyrigh t ed  or  ot h er  propriet ary 
m at erial   or  dat a.  W h il e  t h e  FSF  cannot  
out l aw  t h e im pl em ent at ion of  DRM-t ech -
nol ogy, in draf t ing GPL v 3 it  sough t  t o pre-
v ent   t h e  use  of   GPL -cov ered  com put er 
program s f rom  being used in such  a m an-
ner. 
Th e FSF of t en cit es T iV o as an exam pl e of  
GPL -cov ered  com put er  program s  being 
used as part  of  DRM syst em s. T iV o, a per-
sonal   digit al   recorder  f or  t el ev ision  pro-
gram s,  incl udes  GPL -cov ered  com put er 
program s.  Pursuant   t o  t h e  t erm s  of   t h e 
GPL , T iV o prov ides t h e source code and 
users  are  perm it t ed  t o  m ak e  m odif ica-
t ions t o t h e program s. H ow ev er, if  a user 
at t em pt s t o run m odif ied sof t w are on t h e 
T iV o  h ardw are,  t h e T iV o  syst em   w il l   not  
operat e. 
T o address it s concern w it h   DRM t ech no-
l ogy, Sect ion 6 of  GPL v 3 prov ides t h at  if  
any  person  dist ribut es  obj ect   code  v er-
sions of  a w ork  l icensed under GPL v 3 as 
part  of  or f or use w it h  a “User Product ” 
(as def ined in GPL v 3), such  person m ust  
(w it h  som e except ions) al so m ak e av ail -
abl e “Inst al l at ion Inf orm at ion”, w h ich  in-
cl udes  aut h orizat ion  k eys  or  ot h er 
inf orm at ion  necessary  t o  inst al l   and  ex-
ecut e  m odif ied  v ersions  of   t h e  w ork   in 
t h at  User Product . 
Sect ion  3  of   GPL v 3  al so  cont ains  prov i-
sions w h ich  seek  t o l im it  t h e appl icat ion 
of   v arious  DRM  and  ant i-circum v ent ion 
st at ut es t o GPL v 3-cov ered sof t w are. 
Key Ch ange #3: Com pat ibil it y 
W h il e  t h e  GPL   is  t h e  m ost   w idel y-used 
open source l icense, t h ere are m any ot h -
er l icenses, not  al l  of  w h ich  are com pat -
ibl e w it h  t h e v arious v ersions of  t h e GPL . 
For  a  l icense  t o  be  com pat ibl e,  a  user 
m ust   be  abl e  t o  com bine  t h e  program s, 
or  port ions  t h ereof ,  and  dist ribut e  t h e 
com bined w ork  under t h e GPL . 
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w ork  under t h e GPL  and st il l  be in com -
pl iance w it h  t h e ot h er l icense, t h e t w o l i-
censes  are  not   com pat ibl e  and  t h e  t w o 
program s cannot  be dist ribut ed as a com -
bined w ork . 
In draf t ing GPL v 3, t h e FSF w ish ed t o in-
crease  t h e  num ber  of   open  source  sof t -
w are  (OSS)  l icenses  w it h   w h ich   t h e 
GPL v 3  is  com pat ibl e  w it h out   sacrif icing 
t h e f reedom s t h at  t h e FSF seek s t o pre-
serv e f or users. T o ach iev e t h is goal , Sec-
t ion  7  of   GPL v 3  perm it s  addit ional  
perm issions and a l im it ed num ber of  ad-
dit ional   rest rict ions,  or  non-perm issiv e 
prov isions,  t o  suppl em ent   t h e  t erm s  of  
GPL v 3. 
L icense incom pat abil it y is t rue ev en w it h  
GPL v 2 and GPL v 3, as t h ese t w o v ersions 
of  t h e GPL  are not  com pat ibl e w it h  one 
anot h er.  Fort unat el y,  m any  program s 
t h at  are l icensed under GPL v 2 st at e t h at  
t h e  program   m ay  be  used  under  t h e 
t erm s of  GPL v 2 “or any l at er v ersion”. In 
such   cases,  t h e  GPL v 2-cov ered  program  
can  be  com bined  w it h   GPL v 3-cov ered 
code and t h e com bined w ork  can be dis-
t ribut ed  under  GPL v 3.  H ow ev er,  pro-
gram s  t h at   are  l icensed  under  “GPL v 2 
onl y” m ay not  be dist ribut ed as part  of  a 
com bined w ork  under GPL v 3 unl ess t h e 
copyrigh t  h ol ders of  such  program  ot h er-
w ise agree. For exam pl e, t h e L inux k ernel  
is l icensed under GPL v 2 onl y.
Key Ch ange #4: Th e “L ink ing” Issue 
A com put er program  does not  operat e in 
isol at ion,  and  m ost   program s  are  de-
signed  t o  ut il ize  or  l ink   t o  ot h er  code, 
such  as l ibraries. In discussions regarding 
t h e reach  of  t h e GPL , it  h as of t en been de-
bat ed  w h et h er  a  cov ered  w ork   incl udes 
code t h at  is l ink ed t o GPL -cov ered code. 
For  GPL v 2-cov ered  program s,  t h e  dif f i-
cul t l y is a resul t  of  t h e absence of  any op-
erat iv e l anguage regarding l ink ing and by 
conf using  ref erences  t o  “deriv at iv e 
w ork s” and “col l ect iv e w ork s”. In GPL v 3, 
t h ese  t erm s    h av e  been  rem ov ed  and  a 
specif ic ref erence t o l ink ed code h as been 
incl uded. H ow ev er, t h e FSF h as not  el im -
inat ed al l  am biguit ies and it  is not  cert ain 
t h at  t h e rev isions h av e resol v ed t h e issue. 
It  is cl ear t h at  t h ose w h o h av e used creat -
iv e  m et h ods  t o  av oid  “cont am inat ing” 
propriet ary code, f or exam pl e, by separ-
at el y  dist ribut ing  l ibraries  and  add-ons, 
w il l  h av e t o re-ev al uat e t h eir pract ices. 
Concl usion
In rev am ping t h e GPL , t h e FSF addressed 
dif f icul t ,  and  of t en  cont rov ersial ,  issues. 
Th e success of  GPL v 3 w il l  be m easured in 
l arge part  by t h e rat e at  w h ich  it  is adop-
t ed  by  dev el opers  and  users  of   F/L OSS. 
W h il e  m any  dev el opm ent   proj ect s  h av e 
al ready  m igrat ed  t o,  or  adopt ed,  GPL v 3, 
ot h ers  appear  t o  be  t ak ing  a  "w ait   and 
see"  approach .    For  com panies  t h at   in-
cl ude F/L OSS in product s t h at  t h ey dis-
t ribut e, it  is t oo soon t o t el l  w h et h er t h ose 
t h at   h av e  prev iousl y  dist ribut ed  GPL v 2-
cov ered  sof t w are  w il l   sim il arl y  em brace 
GPL v 3-cov ered  sof t w are.    H ow ev er,  as 
t h is  art icl e  expl ains,  no  decision  sh oul d 
be m ade w it h  respect  t o t h e use of  GPL v 3-
cov ered  sof t w are  w it h out   f irst   caref ul l y 
considering t h e im pact  t h at  t h e new  pro-
v isions of  GPL v 3, such  as t h e pat ent  and 
DRM  prov isions,  coul d  h av e  on  one's 
business.
Eric  is  a  l aw yer  in  t h e  Ot t aw a  office  of 
Fraser Mil ner Casgrain L L P w h ere h e al so 
serv es as Co-Ch air of t h e firm 's Nat ional  
T ech nol ogy  T ransact ions  Pract ice  Group. 
H e  is  a  frequent   speak er  and  aut h or  re-
garding l egal  m at t ers pert aining t o t ech -
nol ogy-based com panies. 
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your int el l ect ual  propert y -- it 's not  your 
com put er. And in t h e pursuit  of prot ect ion 
of int el l ect ual  propert y, it 's im port ant  not  
t o defeat  or underm ine t h e securit y m eas-
ures  t h at   peopl e  need  t o  adopt   in  t h ese 
days." 
St uart  Bak er, US Depart m ent  of  
H om el and Securit y
New   copyrigh t   l egisl at ion  is  on  it s  w ay 
f rom  t h e Canadian gov ernm ent , and m ay 
h av e  been  t abl ed  by  t h e  t im e  you  are 
reading t h is. W h il e w e w on't  k now  exact l y 
w h at  is in t h e bil l  unt il  it  is t abl ed in t h e 
H ouse of  Com m ons f or f irst  reading, t h e 
Gov ernm ent  h as m ade m any st at em ent s 
indicat ing  t h at   it   int ends  t o  rat if y  t h e 
h igh l y  cont rov ersial   19 9 6  W IPO  t reat ies 
(h t t p://w w w .digit al -copyrigh t .ca/
node/4337).  I  bel iev e  it   is  im port ant   f or 
open source dev el opers and users t o be 
aw are  of   h ow   som e  of   t h e  proposed 
ch anges  m ay  af f ect   open  source  in 
Canada. 
A  recent   Com put erW orl d  Canada  art icl e 
by Raf ael  Ruf f ol o  q uot ed Barry Sook m an, 
a l aw yer special izing in int el l ect ual  prop-
ert y  l it igat ion  w it h   l egal   f irm   McCart h y 
Tét raul t , as suggest ing t h at  t h e l egal  pro-
t ect ion of  t ech nical  prot ect ion m easures 
proposed  in  t h e  19 9 6  W IPO  t reat ies 
w oul d  h av e  no  ef f ect   on  open  source 
(h t t p://t inyurl .com /3azgus). 
H ow ev er,  bef ore  any  t ype  of   excl usiv e 
righ t s can benef it  a sof t w are aut h or, t h e 
righ t  of  ow ners of  h ardw are m ust  be pro-
t ect ed such  t h at  it  is possibl e t h at  t h ese 
peopl e  w il l   ch oose  our  sof t w are.  Th is 
put s sof t w are ch oice abov e al l  ot h er con-
cerns. 
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Th e T w o L ock s of DRM 
W h en  I  am   expl aining  Digit al   Righ t s 
Managem ent  (DRM) t o pol it icians, I f eel  
l ik e  Ral ph   Nader  back   in  19 65.  H e  ex-
pl ained t h at  w it h  an aut om obil e accident  
t h ere  are  t w o  col l isions:  t h e  car  h it s 
som et h ing,  and  t h e  passenger  h it s  t h e 
car. W h il e  aut om obil e  saf et y  up  t o  t h at  
point  concent rat ed onl y on t h e f irst  col l i-
sion,  it   w as  q uick l y  underst ood  t h at  
saf et y f eat ures sh oul d concent rat e on t h e 
second col l ision. Th is gav e us dash boards 
t h at  w eren't  m ade out  of  m et al , seat bel t s, 
air bags, and ot h er such  second-col l ision 
saf et y f eat ures. W e h av e t h e sam e prob-
l em  w it h  DRM w h ere pol icy m ak ers t h ink  
t h ere is onl y one "digit al  l ock " being dis-
cussed, w h en in f act  t h ere are t w o and it  
is t h e l ock  of  w h ich  t h ey are l ess aw are 
t h at  is t h e source of  m ost  of  t h e cont ro-
v ersy. 
W h il e t h e ph rase DRM is used t o ref er t o 
m any unrel at ed t h ings, t h e cont rov ersial  
f orm  inv ol v es t h e use of  a t ech nical  m eas-
ure (m ost  of t en crypt ograph y) appl ied t o 
t w o t h ings: a digit al  l ock  on cont ent , such  
as m usic, w h ere t h at  cont ent  can onl y be 
accessed  w it h   aut h orized  t ool s  cont ain-
ing t h e righ t  decrypt ion k eys, and digit al  
l ock s appl ied t o access t ool s t o disal l ow  
t h eir  ow ners/operat ors  f rom   cont rol l ing 
t h e t ool . A t ool  can be sof t w are or a h ard-
w are/sof t w are bundl e. 
Bot h   of   t h ese  l ock s  are  h arm f ul   t o  sof t -
w are  dev el opers.  Th e  f irst   l ock   is  ant i-
com pet it iv e in t h at  it  f orces peopl e w h o 
w ish  t o access encoded digit al  cont ent  t o 
use  specif ic  brands  of   t ech nol ogy.  If  
som eone  w ant s  t o  access  m usic  dow n-
l oaded f rom  Appl e's iT unes m usic st ore, 
t h ey  w il l   be  running  Appl e  sof t w are.  If  
som eone w ant s t o access encoded m usic 
dow nl oaded  f rom   t h e  new   Indust ry-run 
Napst er, t h ey w il l  need t o be running Mi-
crosof t  sof t w are. W h il e Sun h as cl aim ed t h at  t h ey h av e an 
open  source  DRM  syst em   w it h   Open 
DReaM, t h is is onl y a dist ract ion. It  is not  
t h e f il e f orm at  or l icense of  t h e sof t w are 
t h at   det erm ines  w h at   brand  is  req uired, 
but  t h e encrypt ion/decrypt ion k eys. Th e 
underl ying sof t w are can be ent irel y open 
source,  but   your  com pil ed  v ersion  w il l  
not  w ork  because onl y t h ose brands w it h  
t h e righ t  decrypt ion k eys can access t h e 
cont ent . 
Th e second l ock  is f ar m ore cont rov ersial . 
Th e int ent ion is t o l ock  dow n t h e opera-
t ions  of   t h e  dev ice  such   t h at   t h e  ow ner 
can not  cont rol  it . Th e m ost  obv ious f ea-
t ure  of   such   a  syst em   w il l   disal l ow   t h e 
ow ner  f rom   m ak ing  t h eir  ow n  sof t w are 
ch oices,  t h us  disal l ow ing  t h em   f rom  
ch oosing sof t w are w it h  f eat ures m ore f a-
v ourabl e t o t h e user. In f act , sof t w are t h at  
al l ow s  user  m odif icat ion,  one  of   t h e 
req uirem ent s f or being open source, w il l  
nev er be al l ow ed. 
Th e  m ore  ef f ect iv e  t h is  t ech nical   m eas-
ure,  t h e  l ess  sof t w are  ch oices  h ardw are 
ow ners  w il l   be  abl e  t o  m ak e,  w it h   t h e 
m ost   ef f ect iv e  t ech nical   m easure  disal -
l ow ing  t h e  ow ner  of   t h e  h ardw are  f rom  
m ak ing any sof t w are ch oices. W e see t h is 
t oday  w it h   h ardw are  such   as  t h e  T iV o 
w h ere t h e BIOS is conf igured t o onl y al -
l ow   binaries  w h ich   h av e  been  digit al l y 
signed by t h e m anuf act urer t o run, m ean-
ing t h at  t h e m anuf act urer m ak es al l  t h e 
sof t w are ch oices. 
Priv at e Ow nersh ip of T ech nol ogy 
Al l ow ing priv at e cit izens t o ow n and con-
t rol  t h eir ow n inf orm at ion t ech nol ogy is 
crit ical .  From   a  purel y  t ech nol ogical  
point  of  v iew , creat iv it y and copyrigh t  in-
f ringem ent   are  ident ical   t ech nol ogical  
act s. W e record, edit  and dist ribut e con-
t ent . 
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Any  t ech nol ogy  t h at   at t em pt s  t o  reduce 
copyrigh t  inf ringem ent  w il l  onl y be abl e 
t o do so by reducing t h e abil it y of  priv at e 
cit izens t o record, edit  or dist ribut e con-
t ent . W h il e t h e incum bent  ent ert ainm ent  
indust ry m ay l ik e t o reduce t h e com pet it -
iv e t h reat  f rom  new er creat ors, it  sh oul d 
be obv ious t h at  it  is bad f or t h e econom y 
ov eral l  t o req uire t h at  al l  creat iv it y be au-
t h orized  by  t h e  est abl ish ed  cont ent   in-
dust ry. 
Th e  dict ionary  def ines  capit al ism   as  an 
econom ic  syst em   w h ere  t h e  m eans  of  
product ion  is  priv at el y  or  corporat iv el y 
ow ned. A basic part  of  ow nersh ip is t h e 
righ t   t o  cont rol   w h at   w e  ow n  f or  l aw f ul  
purposes. Th is pol icy at t em pt s t o ensure 
t h at   t h e  prim ary  m eans  of   product ion 
and  dist ribut ion  of   t h e  prim ary  out put s 
of  t h e new  econom y cannot  be priv at el y 
ow ned and cont rol l ed. Th is sh oul d m ak e 
us w onder exact l y w h at  t ype of  econom ic 
syst em   is  being  proposed  by  t h ese 
pol icies?  
Pol icy Concept  Origins 
In t h e earl y 19 9 0's, gov ernm ent s w ere t ry-
ing  t o  underst and  t h e  ph enom ena  t h at  
w as em erging f rom  new  com m unicat ions 
 t ech nol ogy  and net w ork s. In Canada w e 
h ad  t h e  Inf orm at ion  H igh w ay  Adv isory 
Council  (IH AC), and in t h e Unit ed St at es 
t h ere w as t h e Nat ional  Inf orm at ion Inf ra-
st ruct ure (NII) t ask  f orce. 
One of  t h e sub-groups in t h e NII process 
w as  t h e  W ork ing  Group  on  Int el l ect ual  
Propert y Righ t s (W IPO, 
h t t p://w w w .uspt o.gov /go/com /doc/
ipnii/).  Th is  w ork ing  group  brough t   t o-
get h er m any of  t h e est abl ish ed sof t w are 
and  ent ert ainm ent   indust ry  com panies 
w h o saw  t h is new  t ech nol ogy as a t h reat  
t o t h eir exist ing businesses. Th e basic t h ink ing w as: If  new  com m u-
nicat ions t ech nol ogy coul d be abused t o 
inf ringe  copyrigh t ,  t h en  priv at e  cit izens 
sh oul d not  be al l ow ed t o ow n and cont rol  
t h is t ech nol ogy. 
Th e NII Copyrigh t  Prot ect ion Act  of  19 9 5 
proposed  t o  sev erel y  regul at e  w h at  
priv at e ow ners of  t ech nol ogy w ere abl e t o 
do  w it h   t h eir  t ech nol ogy. W h en  t h is  bil l  
didn't   pass  in  t h e  Unit ed  St at es,  t h is 
t h ink ing w as brough t  t o W IPO w h ich  cre-
at ed t w o t reat ies in 19 9 6: Th e W IPO Copy-
righ t   T reat y  (W CT)  and  t h e  W IPO 
Perf orm ances  and  Ph onogram s  T reat y 
(W PPT). In 19 9 8, t h e Digit al  Mil l ennium  
Copyrigh t   Act   (DMCA)  w as  passed,  and 
t h is l aw  cam e int o f orce in 2000. 
It  is im port ant  t o k now  w h ere t h e DMCA 
cam e f rom , and t h e t ype of  pressure t h at  
is  being  exert ed  by  t h e  sam e  US-based 
special  int erest s on Canada t o pass sim il -
ar l aw s h ere. W e al so need t o real ize t h at  
t h e  DMCA-st yl e  l egisl at ion  suggest ed  in 
t h e 19 9 6 W IPO t reat ies is onl y one st ep, 
and t h at  t h ings can get  m uch  w orse. 
Th e Danger of One L ock  
Th e t arget  of  ol d econom y t h ink ing w as 
t h e priv at e cont rol  of  t ech nol ogy, and not  
cont ent . 
One such  proposal  is t h e Broadcast  Fl ag 
(h t t p://w 2.ef f .org/IP/broadcast f l ag) 
w h ich  w oul d al l ow  broadcast ers t o com -
m unicat e  w it h out   encrypt ing  t h eir  con-
t ent  in any w ay, but  w oul d set  a f l ag in 
t h e  signal   indicat ing  w h et h er  or  not  
peopl e w ere al l ow ed t o record t h at  broad-
cast . T ech nol ogy m anuf act urers w oul d be 
m andat ed  t o  h onour  t h at   signal ,  m ean-
ing t h at  any t ech nol ogy capabl e of  receiv -
ing  broadcast   signal s  coul d  not   be 
cont rol l ed by it s ow ner. If  t h e ow ner re-
m ov ed t h e f oreign l ock s f rom  t h eir prop-
ert y, t h ey w oul d al so be break ing t h e l aw . 
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As our desk t op com put er, h om e t h eat er, 
and port abl e m edia increasingl y m erge, it  
becom es m ore dif f icul t  t o separat e gener-
al   purpose  com put ers  f rom   t ech nol ogy 
capabl e  of   receiv ing  broadcast s.  Th is 
w oul d ef f ect iv el y m ean t h at  a broadcast  
f l ag  t ype  regul at ion  w oul d  regul at e  t h e 
ent ire of  t h e el ect ronics and sof t w are in-
dust ry, ef f ect iv el y banning anyt h ing t h at  
h as  ow ner  m odif iabl e/cont rol l abl e  part s 
inside. 
Th ere are al so v arious proposal s t o cl ose 
w h at  is cal l ed t h e Anal og H ol e. One such  
proposal   is  t o  put   w at erm ark   det ect ion 
int o any dev ice capabl e of  recording. 
H ere is a scenario t h at  sh ow s t h e w eak -
ness of  t h e proposal : You are a parent  and 
your ch il d is t ak ing t h eir f irst  st eps. Un-
f ort unat el y t h e radio is on, you are pl ay-
ing  a  m usic  CD,  or  your  ch il d  st eps  in 
f ront  of  t h e t el ev ision and your cam cord-
er ref uses t o record. Th e real it y is t h at  it  is 
im possibl e  f or  t ech nol ogy  t o  be  pro-
gram m ed t o t el l  t h e dif f erence bet w een a 
pirat e and a parent . 
Pet it ioning Parl iam ent  
I creat ed a pet it ion t o Parl iam ent , cal l ed 
t h e "Pet it ion t o prot ect  Inf orm at ion T ech -
nol ogy  Propert y  Righ t s",  t o  t ry  t o  al ert  
parl iam ent arians  t o  t h is  issue.  Th is  is  a 
paper pet it ion t h at  f ol l ow s al l  t h e rul es of  
parl iam ent  so t h at  it  can be t abl ed in t h e 
H ouse of  Com m ons and dem and a gov -
ernm ent   repl y. Th is  pet it ion  h as  al ready 
been  signed  by  h undreds  of   Canadians, 
and any addit ional  signat ures are al w ays 
appreciat ed. 
Th e t it l e put s t h e f ocus on t h e t ech nical  
m easures  appl ied  t o  our  inf orm at ion 
t ech nol ogy. It  al so cl arif ies t h at  t h is t ech -
nical   m easure  is  appl ied  t o  inf orm at ion 
t ech nol ogy  w h ich   neit h er  t h e  copyrigh t  
h ol der nor t h e dev ice m anuf act urer ow n. Th e f ul l  t ext  of  t h e pet it ion, and inst ruc-
t ions on h ow  t o sign it  and get  it  t o t h e 
righ t  peopl e, can be f ound at  
h t t p://w w w .digit al -copyrigh t .ca/
pet it ion/ict /.  Earl y  signat ures  h av e 
al ready been t abl ed in Parl iam ent , but  w e 
need  t o  cont inue  t o  receiv e  new   signa-
t ures. Th is al l ow s us t o point  pol it icians 
t o  a  l arger  num ber  of   peopl e  w h o  h av e 
signed,  but   al so  al l ow s  us  t o  bring 
bundl es of  signat ures t o a l arger num ber 
of   pol it icians  t o  t abl e  in  t h e  H ouse  of  
Com m ons. Th e m ore pol it icians t h at  be-
com e aw are of  t h is issue, t h e m ore l ik el y 
t h ey are t o prot ect  our righ t s. 
T al k ing w it h  Fel l ow  Creat ors 
W h il e it  is crit ical l y im port ant  t o t al k  t o 
Canadian  pol it icians  and  bureaucrat s  in 
t h e  k ey  gov ernm ent   depart m ent s,  w e 
al so need t o open conv ersat ions w it h  ot h -
er creat ors. 
Ev ery  creat or  w h ose  f orm   of   creat iv it y 
can  be  recorded,  edit ed  or  dist ribut ed 
w it h   t h e  h el p  of   m odern  com m unica-
t ions t ech nol ogy needs t o underst and t h e 
h arm   f rom   gov ernm ent s  rev ok ing  t h eir 
personal  cont rol  of  t h is t ech nol ogy. Many 
creat ors are not icing ch anges in t h e m ar-
k et pl ace f or t h eir creat iv it y, and it  is h u-
m an  nat ure  t o  be  f righ t ened  of   t h e 
unk now n. Th e init ial  react ion is al w ays t o 
t ry  t o  st op  ch ange,  ev en  if   t h at   ch ange 
t urns out  t o be benef icial . 
W e  need  t o  ensure  t h at   creat ors  under-
st and t h e pot ent ial  benef it s t o new  com -
m unicat ions  t ech nol ogy,  as  w el l   as  t h e 
m et h ods  w h ich   reduce  risk s  w it h out  
h arm ing t h e righ t s of  al l  creat ors. Ev ery-
one needs t o be m ade aw are t h at  DRM is 
not  som et h ing t h at  is appl ied t o cont ent , 
and  t h us  sh oul d  be  seen  as  a  ch oice 
m ade by copyrigh t  h ol ders, but  is prim ar-
il y  appl ied  t o  dev ices  w h ich   t h e  ow ners 
sh oul d be l egal l y prot ect ed t o cont rol . 
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T al k ing w it h  Fel l ow  T ech nicians 
J oh n Gil m ore once said t h at , "t h e Net  in-
t erpret s  censorsh ip  as  dam age  and 
rout es around it ." Th is h as unf ort unat el y 
been  int erpret ed  by  som e  t ech nical  
peopl e as suggest ing t h at  bad l aw s w h ich  
regul at e  t ech nol ogy  can  be  rout ed 
around as w el l . 
W h il e  it   is  t rue  t h at   h igh l y  t ech nical  
peopl e m ay al w ays be abl e t o circum v ent  
any  l ock s  appl ied  by  t h ird  part ies.  W e 
need t o be t h ink ing in t erm s of  w h at  is 
com m ercial l y av ail abl e t o t h e av erage cit -
izen. W e can't  w rit e a subrout ine t o rout e 
around bad l aw , and it  is crit ical  f or us t o 
becom e  pol it ical l y  engaged  t o  ensure 
t h at   our  Parl iam ent   passes  good  l aw s 
w h en t h ey regul at e t ech nol ogy. 
Concl usion 
I bel iev e t h at  pol it icians h av e t h e best  in-
t ent ions w h en int roducing and debat ing 
l egisl at ion. W h il e our com m unit y m ay be 
h igh l y t ech nical , pol it icians are necessar-
il y  general ist s  and  don't   al w ays  under-
st and  t h e  im pl icat ions  or  unint ended 
conseq uences  of   ev ery  bil l   bef ore  t h em . 
Th is m ak es it  our responsibil it y as t ech -
nol ogical l y inf orm ed Canadians t o sh are 
our k now l edge. 
Recom m ended Resource 
 Th e Canadian DMCA: W h at  You Can Do 
 (h t t p://w w w .m ich ael geist .ca/cont ent /v iew /
 2431/125/) Th e Digit al  Copyrigh t  Canada f orum  
(h t t p://digit al -copyrigh t .ca)  w as  creat ed 
t o be a cit izens f orum  t o sh are ideas. W e 
are  not   a  f orm al   organizat ion  or  l obby 
group,  but   a  pl ace  w h ere  w e  can  h el p 
each   ot h er  m ak e  sense  of   t h e  ch anges 
t h at   are  underw ay  and  coordinat e  re-
sponses. 
Th e  Canadian  Sof t w are  Innov at ion 
Al l iance  h as been f orm ed t o h el p giv e a 
v oice  t o  open  source  businesses  in  t h is 
area of  pol icy 
(h t t p://w w w .sof t w areinnov at ion.ca). 
Giv en  t h at   t h e  Minist er  of   Indust ry  h as 
cl aim ed  t h at   al l   t h e  CEOs  t h at   h av e 
cont act ed  h im   are  in  support   of   ant i-
circum v ent ion l egisl at ion, parl iam ent -
arians need t o h ear f rom  us.
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My h ope is t h at  w e can m ak e use of  in-
f orm at ion sh aring f orum s t o ensure t h at  
t h e direct ion Canada t ak es on copyrigh t  
f aces f orw ard int o a f ut ure t h at  f ul l y re-
cognizes t h e benef it s t o creat iv it y and in-
nov at ion  of   cit izens  cont rol   ov er 
com m unicat ions  t ech nol ogy  and  part i-
cipat ion in new  m edia. 
Russel l  McOrm ond is a sel f-em pl oyed In-
t ernet  and F/ L OSS consul t ant , j oining t h e 
Free Soft w are m ov em ent  back  in 19 9 2. H e 
is  t h e  pol icy  coordinat or  for  CL UE: 
Canada's  associat ion  for  Open  Source, 
priv at e-sect or   co-coordinat or   for 
GOSL ING (Get t ing Open Source L ogic IN-
t o  Gov ernm ent s),  and  t h e  h ost   for  t h e 
Digit al  Copyrigh t  Canada forum . Ful l  con-
t act  inform at ion and l ink s t o t h ese groups 
are at  h t t p:/ / fl ora.ca. Th e goal  of  t h e T al ent  First  Net w ork  Proof  
of  Principl e (TFN-POP) is t o est abl ish  an 
ecosyst em  anch ored around t h e com m er-
cial izat ion of  open source t ech nol ogy de-
v el oped  at   academ ic  inst it ut ions  in 
Ont ario.
Th e priorit y areas are t h e com m ercial iza-
t ion of  open source in:
•  Mapping and geospat ial  appl icat ions 
•  Sim ul at ion, m odel ing, gam es, and 
   anim at ion 
•  Conf erencing 
•  Publ ish ing and arch iv ing 
•  Open educat ional  resources 
•  Social  innov at ion 
•  Business int el l igence
•  Ecosyst em  m anagem ent  
•  Req uirem ent s m anagem ent  
Expect ed Resul t s
Th e TFN-POP is expect ed t o:
•  Est abl ish  a h eal t h y ecosyst em  anch ored 
   around t h e com m ercial izat ion of  open 
   source asset s 
•  Maxim ize t h e benef it s of  t h e inv est m ent  
   in t h e T al ent  First  Net w ork  by t h e 
   Minist ry of  Research  and Innov at ion 
•  Accel erat e t h e grow t h  of  businesses in 
   Ont ario t h at  use open source asset s t o 
   com pet e
El igibil it y t o Receiv e Funds
Indiv idual s  el igibl e  t o  receiv e  f unds  are 
f acul t y, st af f , and st udent s of  univ ersit ies 
and col l eges in Ont ario.
Budget  and Size of Grant s
A  t ot al   of   $ 300,000  is  av ail abl e.  Appl ic-
ant s’ req uest s sh oul d not  exceed $ 30,000.
Th e  TFN-POP  m ay  prov ide  up  t o  50 
percent  of  t ot al  proj ect  cost s.
Crit eria
Proposal s w il l  be j udged against  t h e f ol -
l ow ing f iv e crit eria:
•  St rengt h  and nov el t y of  open source 
   t ech nol ogy proposed 
•  Ext ent  of  m ark et  adv ant age due t o open 
   source 
•  Proj ect  del iv erabl es, l ik el ih ood t h at  t h e 
   proposed act iv it ies w il l  l ead t o del iv er-
   abl e com pl et ion on t im e, and ef f ect iv e-
   ness of  t h e pl an t o m anage t h e proj ect  
•  T rack  record and pot ent ial  of  appl icant s 
•  Ext ent  of  support  f rom  priv at e sect or 
Appl icat ion
Th e el ect ronic v ersion of  t h e appl icat ion 
receiv ed  by  em ail   at   t h e  f ol l ow ing  ad-
dress: TFNCom pet it ion@sce.carl et on.ca 
w il l   be  accept ed  as  t h e  of f icial   appl ica-
t ion. Th e em ail  m ust  cont ain t h ree docu-
m ent s: a l et t er of  support , proj ect ’s v it al s, 
and a proj ect  proposal . 
34
Cal l  For proposal sL et t er of support : (m axim um  2 pages) a 
l et t er,  signed  by  t h e  person  responsibl e 
f or t h e T ech nol ogy T ransf er Of f ice or Ap-
pl ied Research  Of f ice of  t h e academ ic in-
st it ut ion t h at  proposes t o h ost  t h e proj ect  
and  t h e  f acul t y  m em ber  or  st udent   w h o 
w il l   l ead  t h e  proj ect ,  m ust   be  incl uded. 
Th is  l et t er  sh oul d  describe  t h e  nat ure  of  
t h e support  f or t h e proj ect  f rom  t h e aca-
dem ic  inst it ut ions,  com panies  and  ot h er 
ext ernal  organizat ions. 
Proj ect ’s  v it al s:  (m axim um   1  page)  Th e 
proj ect ’s v it al s m ust  incl ude: 
•  Person responsibl e f or appl ied research  
   or t ech nol ogy t ransf er at  t h e col l ege 
   subm it t ing t h e proposal : nam e, m ail ing 
   address, t el eph one num ber, and em ail  
   address
•  Proj ect  l eader: nam e, m ail ing address, 
   t el eph one num ber, and em ail  address
•  T eam  m em bers: nam es, m ail ing 
   addresses, t el eph one num bers, and 
   em ail  addresses
•  Budget : T ot al  budget , w it h  TFN's cont ri-
   but ion and t h at  of  ot h er organizat ions
•  TFN inv est m ent : TFN cont ribut ion 
   brok en dow n by paym ent s t o st udent s, 
   paym ent s t o f acul t y, and paym ent s t o 
   proj ect  aw areness act iv it ies
Proj ect  proposal : (m axim um  5 pages) Pro-
j ect  proposal  m ust  incl ude t h e f ol l ow ing: 
•  Proj ect  descript ion: (m axim um  1/2 
  page) Descript ion of  proj ect .
•  Benef it s: (m axim um  1/2 page) Descrip-
   t ion of  t h e benef it s of  t h e proposed 
   proj ect , and an ov erv iew  of  t h e cont ext  
   w it h in w h ich  t h e proj ect  is posit ioned 
•  Adv ant age: (m axim um  1/2 page) Mar-
  k et  adv ant age prov ided by open source 
  asset s used in t h e proj ect  
•  Inf orm at ion on appl icant s: (m axim um  
   1.5 pages) Back ground inf orm at ion t o 
   h el p assess t h e t rack  record and pot en-
   t ial  of  t h e peopl e w h o are k ey t o t h e 
   proj ect  and t h e col l ege 
•  Proj ect  pl an: (m axim um  2 pages) 
   Descript ion of  t h e del iv erabl es (w h at  
   w il l  be del iv ered and w h en);  k ey proj ect  
   act iv it ies;  nat ure of  t h e inv ol v em ent  
   f rom  com panies, and ot h er ext ernal  
   organizat ions;  and pl an t o m anage t h e 
   proj ect
Ev al uat ion &  Deadl ine
Proposal s w il l  undergo rev iew  by t h e Ex-
pert   Panel   est abl ish ed  by  t h e  TFN-POP . 
Th e Ch air of  t h e Panel  m ay cont act  t h e 
appl icant s  if   req uired.  A  f inal   decision 
w il l   be  com m unicat ed  t o  t h e  appl icant s 
w it h in 30 days af t er t h e em ail  w it h  t h e of -
f icial  appl icat ion is receiv ed.
Th ere is no deadl ine. Appl icat ions w il l  be 
ev al uat ed on a f irst -com e basis unt il  t h e 
$ 300,000 av ail abl e is com m it t ed. 
Cont act s
L uc L al ande: L uc_L al ande@carl et on.ca 
Row l and Few : rf ew @sce.carl et on.ca
About  t h e T al ent  First  Net w ork
Th e  T al ent   First   Net w ork   (TFN)  is  an 
Ont ario-w ide,  indust ry  driv en  init iat iv e 
l aunch ed in J ul y 2006 w it h  t h e support  of 
t h e  Minist ry  of  Research   and  Innov at ion 
and  Carl et on  Univ ersit y.  Th e  obj ect iv e  is 
t o  t ransfer  t o  Ont ario  com panies  and 
open source com m unit ies: (i) open source 
t ech nol ogy;  (ii) k now l edge about  com pet -
ing in open source env ironm ent s;  and (iii) 
t al ent ed  univ ersit y  and  col l ege  st udent s 
w it h  t h e sk il l s in t h e com m ercial izat ion of 
open source asset s. 
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Dav id from  CIPPIC w rit es: Th e Canadian 
Sof t w are  Innov at ion  Al l iance  (CSIA)  is  a 
coal it ion of  open source businesses con-
cerned  about   t h e  pot ent ial   negat iv e  im -
pact   of   new ,  US-st yl e  digit al   copyrigh t  
l aw s. Form ed under t h e l eadersh ip of  Bob 
Young,  co-f ounder  of   Red  H at   w it h   t h e 
support   of   CL UE  (t h e  Canadian  Associ-
at ion f or Open Source), and f acil it at ed by 
t h e Canadian Int ernet  Pol icy and Publ ic 
Int erest  Cl inic (CIPPIC), t h e CSIA’s m an-
dat e is t o prov ide a v oice f or open source 
business in copyrigh t  pol icy debat es.
W e expect  t h e im m inent  int roduct ion of  
a  new   copyrigh t   ref orm   bil l . W e  under-
st and  t h is  bil l   t o  be  m odel ed  upon  t h e 
Am erican  Digit al   Mil l ennium   Copyrigh t  
Act , and t h at  t h e bil l  w il l  h av e serious im -
pl icat ions  f or  open  source  dev el opers. 
Open  source  sof t w are  rel ies  upon  copy-
righ t   l aw — bot h   it s  prot ect ions,  and  ex-
cept ions.  W e  w ant   t o  ensure  t h at   any 
ch anges  t o  Canada’s  copyrigh t   l aw s  re-
f l ect   t h e  needs  of   t h e  Canadian  open 
source  com m unit y.  Th ese  im port ant   is-
sues are h igh l igh t ed in a CSIA w h it e pa-
per  w h ich   expl ains  t h e  Canadian  open 
source  com m unit y’s  needs  in  copyrigh t  
ref orm .
Th e  Gov ernm ent   of   Canada  is  int rodu-
cing t h ese ext rem e l aw s, in part , because 
it  cl aim s t h at  it  h as not  h eard f rom  Cana-
dian  businesses  t h at   f av our  bal anced 
copyrigh t  l aw s. W e h ope t h at  you w il l  an-
sw er t h is cl aim  by j oining t h is coal it ion of  
open source businesses and speak ing out  
on t h e need f or bal anced copyrigh t  l aw s 
t h at  support  innov at ion in sof t w are. And 
pl ease, spread t h e w ord— pass t h is inv it a-
t ion  al ong  t o  ot h er  businesses  t h at   you 
bel iev e sh oul d support  copyrigh t  pol icies 
t h at  support  open source sof t w are.
T o  j oin  t h is  coal it ion,  sim pl y  cont act  
inf o@sof w areinnov at ion.ca.  T o  l earn 
m ore about  t h e CSIA, v isit  
h t t p://w w w .sof t w areinnov at ion.ca.
Edit or: Th e art icl e A Ral l ying Mom ent  f or 
Canadian Open Source Sof t w are in t h is is-
sue of  t h e OSBR is based upon t h is w h it e 
paper. Th e ent ire w h it e paper is av ail abl e 
f or dow nl oad f rom  t h e Sof t w are Innov a-
t ion w ebsit e.
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Gl enn from  T oront o w rit es: W it h  regards 
t o  t h e  NOSI  Prim er  m ent ioned  in  t h e 
Nov em ber issue of  t h e OSBR, it  sh oul d be 
not ed  t h at   an  updat ed  v ersion  of   t h e 
Prim er w as rel eased in Oct ober of  2007. 
Th e new  v ersion is av ail abl e f rom  
h t t p://w w w .nosi.net /proj ect s/prim er 
and cont ains case st udies of  open source 
usage. If  you're curious on t h e scope of  
t h e  new   prim er,  I  al so  recom m end  t h at  
you read t h e brief  synopsis by t h e aut h or 
Mich el l e  Murrain  as  post ed  at   t h e  ICT 
H ub w ebsit e creat ed by L ASA at  
h t t p://w w w .ict h ubk now l edgebase.org.uk
/nosiprim er,  w h ereupon  sh e  encapsu-
l at es t h e nat ure of  t h e ch anges in t h e new  
updat ed Prim er.
Th om as  from   Ot t aw a  w rit es:  As  2007 
w inds  dow n,  predict ions  about   w h at  
2008  w il l   h av e  in  st ore  are  pl ent if ul  
(w h ere are t h e st ock  m ark et s going, w il l  
t h ere  be  a  f ederal   el ect ion  in  Canada, 
et c.). Al ong t h e sam e l ines, t h e f ol l ow ing 
art icl e (h t t p://w w w .net w ork w orl d.com /
new s/2007/112707-open-source.h t m l ) 
discusses t rends f or open source in 2008, 
w h ich  m ay be of  int erest  t o t h e readers of  
OSBR. Of  course, w e al l  k now  w it h  h ind-
sigh t  h ow  accurat e (or not ) t h ese predic-
t ions  are,  but   t h e  art icl e  nev ert h el ess 
raises som e int erest ing point s t o ponder. 
In  part icul ar  t h e  predict ion  t h at   Mi-
crosof t  w il l  becom e m uch  m ore act iv el y 
inv ol v ed in open source w il l  undoubt abl y 
be  cont rov ersial ,  giv en  t h e  h ist ory  of  
open  source  and  t h e  st rong  f eel ings 
about   Microsof t   and  it s  business  m odel  
h el d  by  cert ain  part s  of   t h e  t ech nical  
com m unit y. 
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L ibrary and Arch iv es Canada l aunch es 
t h e Gov ernm ent  of Canada W eb Arch iv e
Nov em ber 20
Th e L ibrary and Arch iv es of  Canada Act  
receiv ed Royal  Assent  on April  22, 2004, 
al l ow ing  L ibrary  and  Arch iv es  Canada 
(L AC) t o col l ect  and preserv e a represent -
at iv e  sam pl e  of   Canadian  w ebsit es.  T o 
m eet  it s new  m andat e, L AC began t o h ar-
v est  t h e W eb dom ain of  t h e Federal  Gov -
ernm ent  of  Canada st art ing in Decem ber 
2005. As resources perm it , t h is h arv est ing 
act iv it y w il l  be undert ak en on a sem i-an-
nual  basis. Th e h arv est ed w ebsit e dat a is 
st ored in t h e Gov ernm ent  of  Canada W eb 
Arch iv e (GCW A). Cl ient  access t o t h e con-
t ent   of   t h e  GCW A  is  prov ided  t h rough  
search ing f ul l  t ext  by k eyw ord, by depart -
m ent  nam e and by URL . L AC h as im pl e-
m ent ed  t h is  f irst   signif icant   Canadian 
W eb  arch iv e  t h rough   t h e  use  of   open 
source  t ool s,  dev el oped  by  t h e  Int erna-
t ional   Int ernet   Preserv at ion  Consort ium  
(h t t p://w w w .net preserv e.org),  of   w h ich  
L AC is a m em ber.
h t t p://t inyurl .com /2f nv f v
An Open Ch al l enge t o t h e Open Source 
Com m unit y: Mak e it  or Break  it !
Nov em ber 28, T oront o, ON
SQL   Pow er  is  proud  t o  present   t h e 
Pow er*Mat ch Mak er:  Mak e  it   or  Break   it  
Cont est ,  an  opport unit y  f or  dev el opers 
and  dat abase  users  across  t h e  gl obe  t o 
w in  cool   prizes  by  h el ping  us  m ak e  t h e 
best   Open  Source  Dat a  Cl eansing  T ool  
av ail abl e ev en bet t er. Prizes incl ude l im -
it ed  edit ion  Pow er*Mat ch Mak er T -sh irt s, 
USB Fl ash  Driv es, and of  course bragging 
righ t s!   Ref er  t o  t h e  cont est   page  f or  f ul l  
cont est  rul es and regul at ions.
h t t p://w w w .sq l pow er.ca/page/
m at ch m ak er_cont est  
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J anuary 22
W ork sh op on Open Source Best  Pract ices
Mont real , QC
Th e  com m ercial   use  of   open  source  is 
h indered by m any f act ors. Th ese incl ude 
a  l ack   of   int egrat ion  w it h   t radit ional   re-
q uirem ent s-driv en product  dev el opm ent  
approach es, l icensing issues, a cl ash  w it h  
exist ing  corporat e  cul t ure,  and  t h e  per-
cept ion  t h at   in  order  t o  benef it   f rom  
open  source  you  need  t o  open  your 
source t o t h e out side w orl d. Th e goal  of  
t h is  w ork sh op  is  t o  bring  t oget h er  re-
search ers  and  pract ioners  w it h   experi-
ence in open source adopt ion and v al ue 
creat ion f rom  open source, and t o docu-
m ent  t h e best  pract ices.
h t t p://w w w .carl et on.ca/t im /ev ent s/
w osbp2008/ 
J anuary 23-25
Mont real  Conf erence on eT ech nol ogies
Mont real , QC
MCETECH 2008  w il l   f eat ure  a  special  
t rack  on open-source sof t w are f or e-busi-
nesss, w h ich  brings an addit ional  t w ist  t o 
t h e  usual   t ech nical ,  organizat ional ,  and 
regul at ory aspect s of  e-business. W e al so 
w el com e cont ribut ions t h at  deal  w it h  t h e 
ext ent   t o  w h ich   open-source  e-business 
sof t w are  h el ps  bridge  t h e  digit al   div ide 
t h at  exist s bet w een dev el oped and dev el -
oping count ries.
h t t p://w w w .m cet ech .org/ 
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J anuary 16-18
McMast er W orl d Congress
H am il t on, ON
Th e McMast er W orl d Congress is an int er-
nat ional   business  conf erence  w h ich   h as 
prov ided  a  col l aborat iv e  f ram ew ork  
bringing  t oget h er  academ ic  research ers, 
business pract it ioners, m anagem ent  st u-
dent s  and  gl obal   t h ough t -l eaders  t o 
present , discuss and rev iew  t h e l at est  is-
sues, t rends, ch al l enges and opport unit -
ies in t h e f iel ds of  corporat e gov ernance, 
int el l ect ual  capit al  and st rat egic business 
v al uat ion.
h t t p://w orl dcongress.m cm ast er.ca/
2008/Def aul t .asp recent reports
Free/L ibre Open Source Soft w are: a 
Guide for SMEs
Edit or: Carl o Daf f ara f or t h e 
FL OSSMETRICS EU proj ect
From  t h e Int roduct ion:
"Open source sof t w are is t h e m ost  signif ic-
ant  al l -encom passing and l ong-t erm  t rend 
t h at  t h e sof t w are indust ry h as seen since 
t h e  earl y  19 80s"...Despit e  t h is  sit uat ion, 
t h ere is st il l  a signif icant  barrier in t h e ad-
opt ion  process  f or  sm al l   and  m edium  
com panies, bot h  in t erm s of  using F/L OSS 
int ernal l y  and  in  creat ing  product s  and 
serv ices  cent ered  on  F/L OSS  product s. 
Th e purpose of  t h is report  is t o prov ide a 
sim pl e  and  in-dept h   v iew   of   t h e  f unda-
m ent al  aspect s of  F/L OSS, h ow  t o adopt  it  
w it h in  a  sm al l /m edium   com pany,  and 
h ow  t o buil d a sust ainabl e business based 
on it .
h t t p://guide.conect a.it /FL OSSguide.pdf
Free/L ibre Open Source Soft w are: 
Soft w are Cat al og
Edit or: Carl o Daf f ara f or t h e 
FL OSSMETRICS EU proj ect
From  t h e Int roduct ion:
Th is sof t w are cat al og is a com panion doc-
um ent  of  t h e F/L OSS guide f or sm al l  and 
m edium  ent erprises prepared in t h e con-
t ext  of  t h e FL OSSMETRICS EU proj ect ;  it  
is based on t h e w ork  of  t h e OpenTTT pro-
j ect   (h t t p://w w w .opent t t .eu),  t h at   h el ped 
in  t h e  ident if icat ion  of   needs  t h rough   a 
l arge  num ber  of   int erv iew s  and  audit s 
w it h in  European  SMEs  int erest ed  in 
FL OSS.
h t t p://guide.conect a.it /FL OSScat al og.pdf  
W h en  and  H ow   ICT  Int eroperabil it y 
Driv es Innov at ion
Aut h ors: Urs Gasser and J oh n Pal f rey
From  t h e Int roduct ion:
Th e scope of  our st udy is t o underst and 
t h e dynam ics of  int eroperabil it y in t h e in-
f orm at ion  and  com m unicat ions  t ech no-
l ogy  (ICT)  space,  w it h   a  part icul ar  v iew  
t ow ard it s rel at ionsh ip t o innov at ion. W e 
h av e  l ook ed  at   m any  issue  areas  in  t h e 
course of  t h is research , t h ough  our f ocus 
h as prim aril y been on t h ree areas in de-
t ail :  DRM,  Digit al   ID  syst em s,  and W eb 
Serv ices.  W it h in  W eb  Serv ices,  w e  h av e 
dedicat ed  t h e  w rit t en  case  st udy  t o  t h e 
em erging area of  m ash ups. In addit ion t o 
t h ese f ocus areas, w e al so l ook ed cl osel y 
at  (t h ough  h av e not  w rit t en up as cases 
h ere)  ot h er  issue  areas  w it h in  t h e  ICT 
arena  w h ere  int eroperabil it y  h as  been  a 
m aj or t opic. Th ese secondary areas of  in-
t erest  incl ude t h e w idel y publ icized m at -
t er  of   docum ent   f orm at s  f or  w ord 
processing appl icat ions and t h e l ik e;  ot h -
er aspect s of  t h e digit al  m edia space out -
side  of   DRM  st ruggl es,  such   as  digit al  
v ideo  f orm at s  and  digit al   dat a  carriers;  
eCom m unicat ions  such   as  inst ant   m es-
saging  and  cont ent   on  m obil e  dev ices;  
and ot h er aspect s of  t h e W eb serv ices en-
v ironm ent ,  such   as  cont ent   syndicat ion. 
Based upon t h ese cases, w e h av e ext rac-
t ed general  principl es f rom  t h e case st ud-
ies  w h ere  w e  t h ink   st abl e,  rel iabl e 
pat t erns em erge.
h t t p://cyber.l aw .h arv ard.edu/int erop/
pdf s/int erop-break ing-barriers.pdf  
40Th e goal  of  t h e Open Source Business Re-
source is t o prov ide q ual it y and insigh t f ul  
cont ent   regarding  t h e  issues  rel ev ant   t o 
t h e dev el opm ent  and com m ercial izat ion 
of  open source asset s. W e bel iev e t h e best  
w ay  t o  ach iev e  t h is  goal   is  t h rough   t h e 
cont ribut ions and f eedback  f rom  expert s 
w it h in  t h e  business  and  open  source 
com m unit ies.
OSBR  readers  are  l ook ing  f or  pract ical  
ideas t h ey can appl y w it h in t h eir ow n or-
ganizat ions. Th ey al so appreciat e a t h or-
ough   expl orat ion  of   t h e  issues  and 
em erging  t rends  surrounding  t h e  busi-
ness of  open source. If  you are consider-
ing cont ribut ing an art icl e, st art  by ask ing 
yoursel f :
1. Does m y research  or experience 
     prov ide any new  insigh t s or perspect -
     iv es?
2. Do I of t en f ind m ysel f  h av ing t o 
     expl ain t h is t opic w h en I m eet  peopl e 
     as t h ey are unaw are of  it s rel ev ance?
3. Do I bel iev e t h at  I coul d h av e sav ed 
     m ysel f  t im e, m oney, and f rust rat ion if  
     som eone h ad expl ained t o m e t h e 
     issues surrounding t h is t opic?
4. Am  I const ant l y correct ing m isconcep-
    t ions regarding t h is t opic?
5. Am  I considered t o be an expert  in t h is 
    f iel d?  For exam pl e, do I present  m y 
    research  or experience at  conf erences?
Contri bute
Upcom ing Edit orial  Th em es
 J anuary 2008 Int eroperabil it y
 February 2008 Dat a
 March  2008 Procurem ent
 April  2008 Com m unicat ions
 May 2008  Ent erprise Readiness
 J une 2008 Securit y
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If   your  answ er  is  "yes"  t o  any  of   t h ese 
q uest ions,  your  t opic  is  probabl y  of   in-
t erest  t o OSBR readers.
W h en  w rit ing  your  art icl e,  k eep  t h e  f ol -
l ow ing point s in m ind:
1. Th orough l y exam ine t h e t opic;  don't  
     l eav e t h e reader w ish ing f or m ore.
2. Know  your cent ral  t h em e and st ick  t o it .
3. Dem onst rat e your dept h  of  under-
     st anding f or t h e t opic, and t h at  you 
     h av e considered it s benef it s, possibl e 
     out com es, and appl icabil it y.
4. W rit e in t h ird-person f orm al  st yl e.
Th ese guidel ines sh oul d assist  in t h e pro-
cess  of   t ransl at ing  your  expert ise  int o  a 
f ocused art icl e w h ich  adds t o t h e k now -
l edgabl e resources av ail abl e t h rough  t h e 
OSBR. Form at t ing Guidel ines:
Al l  cont ribut ions are t o be subm it t ed in 
.t xt  or .rt f  f orm at  and m at ch  t h e f ol l ow ing 
l engt h   guidel ines.  Form at t ing  sh oul d  be 
l im it ed  t o  bol ded  and  it al icized  t ext . 
Form at t ing is opt ional  and m ay be edit ed 
t o m at ch  t h e rest  of  t h e publ icat ion. In-
cl ude  your  em ail   address  and  dayt im e 
ph one num ber sh oul d t h e edit or need t o 
cont act   you  regarding  your  subm ission. 
Indicat e if  your subm ission h as been pre-
v iousl y publ ish ed el sew h ere.
Art icl es:  Do  not   subm it   art icl es  sh ort er 
t h an  1500  w ords  or  l onger  t h an  3000 
w ords. If  t h is is your f irst  art icl e, incl ude a 
50-75 w ord biograph y int roducing your-
sel f . Art icl es sh oul d begin w it h  a t h ough t -
prov ok ing  q uot at ion  t h at   m at ch es  t h e 
spirit  of  t h e art icl e. Research  t h e source 
of   your  q uot at ion  in  order  t o  prov ide 
proper at t ribut ion.
Int erv iew s:  Int erv iew s  t end  t o  be 
bet w een  1-2  pages  l ong  or  500-1000 
w ords.  Incl ude  a  50-75  w ord  biograph y 
f or bot h  t h e int erv iew er and each  of  t h e 
int erv iew ee(s).
New sbyt es:  New sbyt es  sh oul d  be  sh ort  
and  pit h y--prov iding  enough   inf orm a-
t ion t o gain t h e reader's int erest  as w el l  as 
a  ref erence  t o  addit ional   inf orm at ion 
such   as  a  press  rel ease  or  w ebsit e.  100-
300 w ords is usual l y suf f icient .
Ev ent s:  Ev ent s  sh oul d  incl ude  t h e  dat e, 
l ocat ion,  a  sh ort   descript ion,  and  t h e 
URL  f or f urt h er inf orm at ion. Due t o t h e 
m ont h l y  publ icat ion  sch edul e,  ev ent s 
sh oul d be sent  at  l east  6-8 w eek s in ad-
v ance.
Quest ions  and  Feedback :  Th ese  can 
range anyw h ere bet w een a one sent ence 
q uest ion up t o a 500 w ord l et t er t o t h e ed-
it or st yl e of  f eedback . Incl ude a sent ence 
or t w o int roducing yoursel f .
Contri bute
Copyrigh t :  
You  ret ain  copyrigh t   t o  your  w ork   and 
grant   t h e  T al ent   First   Net w ork     perm is-
sion t o publ ish  your subm ission under a 
Creat iv e  Com m ons  l icense.    Th e  T al ent  
First   Net w ork   ow ns  t h e  copyrigh t   t o  t h e 
col l ect ion of  w ork s  com prising each  edi-
t ion  of   t h e  OSBR.    Al l    cont ent    on   t h e 
OSBR  and T al ent   First   Net w ork   w ebsit es 
is   under   t h e   Creat iv e   Com m ons 
at t ribut ion (h t t p://creat iv ecom m ons.org/
l icenses/by/3.0/) l icense w h ich  al l ow s f or 
com m ercial  and non-com m ercial  redist ri-
but ion    as  w el l   as  m odif icat ions  of   t h e 
w ork  as l ong as t h e copyrigh t  h ol der is  at -
t ribut ed. 
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Th e  T al ent   First   Net w ork   pro-
gram   is  f unded  in  part   by  t h e 
Gov ernm ent  of  Ont ario.
Th e T ech nol ogy Innov at ion Managem ent  (TIM) program  is a m ast er's 
program   f or  experienced  engineers.  It   is  of f ered  by  Carl et on  Uni-
v ersit y's Depart m ent  of  Syst em s and Com put er Engineering. Th e TIM 
program  of f ers bot h  a t h esis based degree (M.A.Sc.) and a proj ect  based 
degree (M.Eng.).  Th e M.Eng is of f ered real -t im e w orl dw ide. T o appl y, 
pl ease go t o: h t t p://w w w .carl et on.ca/t im /sub/appl y.h t m l . 
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h t t p://w w w .carl et on.ca/t im